AMO TO NPQTO TYPED ENDPOINT ZE PRODUCTION SYSTEM

FastAPI

MEXP! Production

Python types, Pydantic, ASGI, concurrency kai correctness ywpig framework magic.

TYPE HINTS N DEPENDENCY GRAPH N ASGI RUNTIME PRODUCTION
input contract resources + policy concurrency + /O capacity + recovery

30 ATré function o€ o0AékAnpo cuoTnua
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MPIN TPAWYOYME TO NMPQTO ROUTE

Ta types trepiypa@ouv 1o contract.
Agv eKTEAOUV TO OUCTNUA VIO CEVA.

To FastAPI kavel 1o mpmTo 0wotd endpoint evivmwolakd pikpo. Atapadet type hints, emkvpaovet
input, mapayet OpenAPI kot HETATPETEL TO ATOTEAECUA OE response. AUTH| 1] AVEOT] lval XPpro1un, AAAA
umopel va kpUwel ta spayuatika opia: mote tpexet blocking code, molog avoiyel pia transaction, mote
KkAeilvel éva dependency e yield, Tol0g kpatd connection pool kat Tt £xel 6N otaiel 6Tav
arotuyyavel éva stream.

To BipAio Eexva xwpig va Bewpel 0t Eeperg FastAPL. Xpewaletan povo Paoikr Python: functions,
classes, exceptions xat type hints. ta mpaota kepdahaia xtidovpe request kat response models. Meta
avotyovpe 1o dependency graph, to Pydantic pipeline xat to ASGI boundary. 1o teAevtaio Tpito
mepvape oe transactions, concurrency, queues, WebSockets, backpressure, security kot production
releases.

Mwg diaBadeTai

Ta keeahaia 1 £wg 10 @Tidyvouy ta Oepgia. Ta 11 €wg 20 ywpidovv transport, application kat data
concerns. Ta 21 €éwg 30 e€etdlovv TL aAAAlel OTaV TO 1810 oVOTNUA €XEl TAPAAANAQ requests, TTOAAOVG
workers, apya dependencies kot rolling deployments.

KaBe ke@dAaio €xet SOURCE TRACE KAl PROBE. To sipwto o€ 0dnyel otV mpaypatik vAomoinon g
£x8oong avagopag. To devtepo eivar pikpo meipaua ywa va Seig observable behavior. Ta internals Sev
etvan public API. Eivat o tpdsog va katahafaiverg to framework kan va Eavappiokeig tv ainbeia oe
£va upgrade.

‘Ekdoon ava@opdg

H ¢x6oon 1.0 ypagptnke tov Zentéufpilo tov 2026 pe faon to FastAPI 0.141.1 kau Tig tOTe stable
exbooeig Pydantic 2.13.5, Starlette 1.6.0, Uvicorn 0.52.4, HTTPX 0.28.1 kat SQLAlchemy 2.0.52. To
FastAPI 0.141.1 astautel Python 3.10 1y vedtepn). Ta snippets eAéyyOnkav ovvtaxtikda pe Python 3.14.7.
Aev amtotehovv atd pova tovg integration test matrix yia ke cuvSvaopo dependencies.

Aev xTiCoupe abstractions €1TeI0n «£101 yivetal o€ enterprise». MpooBétoupe boundary pévo étav éxel owner, invariant
failure mode TToU TTPETTEI VO QaivETAI.
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FASTAPI ANO ENDPOINT MEXPI PRODUCTION To TTpwto endpoint kal 0 x&PTNG Tou request

KE®AAAIO 1

To TpwTOo endpoint Kal 0 XapTNG TOU
request

‘Eva FastAPI endpoint gival Python function péoa o€ éva ASGI
ouoTtnua. Ta type hints repiypdg@ouv 1o HTTP contract, aAAa
10 request ouveyilel va ival bytes, 1/0O kai failure modes.

I HTTP request I
I untrusted bytes |

Uvicorn + ASGI
scope, receive, send

v

FastAPI route
validate + dependencies

v

endpoint function
domain decision

v

HTTP response
status + headers + body

>xnua 1.1 - Ao 1a bytes Tou client yéxpi 1o public response.

Eekvape pe to pikpotepo xpnotpo APL To apyeio main. py Snuiovpyel pia epappoyn Kot Kataympidet
uia path operation. H function 8ev kaAeital dtav yivetar import to module. O decorator Siafadet )
SnAwon kat tpooBétet route. H function Ba kAnBei apydtepa, yia kabe request mov taipradet.
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FASTAPI ANO ENDPOINT MEXPI PRODUCTION To TTpwto endpoint kal 0 x&PTNG Tou request

PYTHON

from fastapi import FastAPI
from pydantic import BaseModel

app = FastAPI(title="Catalogue API")

class Health (BaseModel) :
service: str
status: str

@app.get ("/health", response model=Health)
async def health() -> Health:
return Health (service="catalogue", status="ok")

Me eykateotnuévo to standard extra, to development command eivan fastapi dev main.py. [a
production vVTAPYEL TO fastapi run, eVve Umopeig va tpeelg kar ASGI server asmevbeiag, yia
apadelyud uvicorn main:app --reload povo oe development. To object peta v avew teAeia eivat
N ASGI epappoyT) TTOL POPTMVEL O SEIrver.

To /docs elvan interactive documentation kai to /openapi . json gival 1o machine-readable schema.
Agev elvan aveEaptntn meptypagr) ov ypagtnke oto xepl. [lapayetat amod route metadata, types kat
Pydantic models. Autod pewwver drift, aAla Sev amodeikviel 06Tt o1 business kavoveg eival cwoTol.

Ti kavel 1o type hint

To response model=Health 8nA®vel public output. To FastAPI emkvupavel to return value ki kpata
uovo fields stov avrkovv oto model. Av 1 function emotpeyel AaBog shape, avto eivan server bug kat
oyt client validation error. To return annotation fon6a editor kau type checker. To response model
etvan n pnti HTTP SnAwon kat popet va xpnotposmon el axoun Kt 0Tav o E0wTePkog return type
givau Stapopetikog.

Ye input arguments 1) 7nyT) TPOKVITTEL AITO TOV GLVOVAOUO path, annotation kat FastAPI metadata.
"Eva scalar dvopa stov viapyet oto path eivar path parameter. 'Eva dA\o scalar yivetat ouvnBwg query
parameter. 'Eva BaseMode1 yivetar body. Apyotepa Ba kavoupe kdBe aupifoAn nmmyn explicit pe path,
Query, Header, Cookie KOl Body.

O ASGI TTupnvag

O Uvicorn petag@palet HTTP oe tpia ASGI otoiyeia: scope, receive Kal send. To scope mepiEyet
metadata 0mwg method, path kat headers. Me 10 receive n epappuoyn maipvel body events 1)
disconnect. Me 10 send ekmepmnel response start kat body events. To FastAPI kAnpovopei to transport
layer asto to Starlette kat mpooBétet routing pe validation, dependency injection kat OpenAPI.

Avto e€nyel dvo onuavtka mpaypata. IIpotov, 10 async def 8ev Snuiovpyel veo thread yia kabe
request. H coroutine poipadetat event loop kat mapaywpet Tov EAeyxo HOvo 0€ await IOV TIPAYUATIKA
mepluével async I/0. Aevtepov, 0Tav emotpewelg eva Starlette Response, autd eivat To ASGI callable
7tov TeAikd Oa oteilet status, headers kat body.
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FASTAPI ANO ENDPOINT MEXPI PRODUCTION To TTpwto endpoint kal 0 x&PTNG Tou request

def n async def;

Xpnowomoinoe async def otav ot BifAoOnkeg ov kaAeig €xovv async API kat kAvelg await.
Xpnoipomoinoe amio def otav to endpoint kaAei blocking library. To FastAPI exteAei sync endpoint oe
thread pool wote va pn prmdokdapet dueoa to event loop. Autod dev kavel to blocking work @Bnvo. Ta
threads ka1 o1 downstream connections tapapévouvy eETEPATUEVOL TOPOL.

Mnv ypagelg async def yUpw amo synchronous database driver kou peta Oewpeig 06Tt £yive non-
blocking. To blocking call péoa oe coroutine kpatd oAdkAnpo to event loop. To 0woTd povtEdo etvat
end-to-end async 1} kaBapod sync boundary stov mnyaivel oto thread pool.

To mpwTto ocwoTd mental model

H route function eivau transport adapter. ITapaiappaver 118n validated values, kaAei application code
kat petagpadet outcome oe HTTP. Aev mpénet va yivel tavtoypova ORM model, authorization engine,
transaction manager kau client tpitov provider. Ztnv apyn avto @aivetat viepfoiko. MoAig
gu@aviotovy retries, Vo workers 1) £va partial failure yivetar n Stapopd avapeoa oe demo kat

oLOTN A

SOURCE TRACE

2totag 0.141.1, n FastAPI BpiokeTal 010 fastapi/applications.py Kal KAnpovouei amé Starlette.

H APIRoute.get route handler OTO fastapi/routing.py KOTOAfYEl O€ get request handler,
EVW TO request response WeTATPETEl TOV handler oe ASGI callable pe scope, receive kal send.

NATIAA
To 61 10 /docs deixvel TTIPACIVO response dev eAEyXel transaction ownership, authorization rj cupTrepipopd o€
timeout. Eivai explorer Tou contract, 0xI production verification.

MHXANIZEMOZ
Types kal metadata dnAwvouv 1o boundary. O ASGI server kivei 10 /0. To endpoint TTpETTel va PEiVEl HIKPOG
adapter avapeoa oto HTTP kai o1o application workflow.

PROBE

BdAe éva print apéowg Tpiv atmod Tov decorator, éva péoa oto endpoint kal éva péoa o€ dependency. =ekiva
Tov server kai aTeile dUo requests. Katéypawe 11 Tpéxel pia @opd oTo import Kal T TpExel avd request. MeTd
AaAAage To endpoint ammd async def o€ def kal TUTTwoe 1o thread name yia va deig To boundary.
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FASTAPI ANO ENDPOINT MEXPI PRODUCTION MepiBaAAov, application factory kai lifespan

KE®AAAIO 2

MepiBaAAov, application factory kai
lifespan

Boot eival n oTiyury TTou ouvBETEIC TO process. Lifespan €ivail n
OTIYMN TTOU avoiyeIG Kal KAEivelg shared resources ue oagn
ofATolo®

—_——— - —
|
import module > lifespan enter serve requests I lifespan exit |
define app open shared resources resource is ready I drain + close |

¢

_—e— = = —

>xnua 2.1 - To process Tepva atod import, lifespan enter, serving kai cleanup.

"Eva virtual environment astopovavet tig Python packages tov project. To version control spémet va
kpata declarations kat lock data, 61 to directory Tov environment. AfjAwoe apeoca dependencies 07twg
FastAPI, Uvicorn ka1 Pydantic Settings pe ovykekpipévn oAtk versioning. Mnv a@rveig éva
production image va Abvel Eava ameploproteg exdooelg oe kabe build.

Mua pikpr) Sour) apket:
OUTPUT

app/
init .py
main.py
api.py
settings.py
domain/
adapters/
tests/
pyproject.toml

To main.py elval composition root. Exel evvovtat settings, clients, repositories kat routers. Agv eival
Xwpog ywa business logic. Mia application factory emtpémnel oe test 11 Siapopetikd process va
OSnovpyrjoet app pe aAAn configuration ywpig va aAraer globals.

PYTHON

from collections.abc import Asynclterator
from contextlib import asynccontextmanager

from fastapi import FastAPI, Request

class Catalogue:
async def close(self) -> None:
pass
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def build catalogue() -> Catalogue:
return Catalogue ()

def create app() —-> FastAPI:
@asynccontextmanager
async def lifespan (app: FastAPI) -> Asynclterator[None]:
app.state.catalogue = build catalogue ()
try:
yield
finally:
await app.state.catalogue.close ()

apli = FastAPI(title="Catalogue API", lifespan=lifespan)

Qapi.get ("/health"™)

async def health (request: Request) -> dict([str, str]:
assert request.app.state.catalogue is not None
return {"status": "ok"}

return api

app = create app ()

To object app mapapével ouuPatiko import target yia tov server. H factory opwg amopovavet
ovvBeon. Av apyotepa ypetaoteic CLI worker, pmopet va ypnopomomoaet 1o 1610 settings loader kat
adapters ywpig va kavel import to HTTP app kot va kataywpidet routes xwpig Aoyo.

Import time d¢ev givai startup

To module import pmopet va ovp et oe test discovery, documentation build, worker preload n
command line script. Network calls, migrations ka1 peyaia model loads oto top level kavouv kaBe
import emkivéuvvo. Emiong, av o process forkapet petd to import, éva nén avouytod socket 1) connection
pool propel va porpaotel pe AaBog tpdmo avaueoa oe workers.

Kpata oto import povo @bnveg, deterministic SnAawoeig. Avoife network clients, database engines kat
consumers 0710 lifespan enter. KAeiog Ta 0T0 AvVTIOTPOMPO LOVOTTIATL LETA TO yield. AV éva resource
QITOTUYXEL VA aVoigel, To process Sev mpemel va dSnAwbOei ready.

‘Eva owner yia Ka0g resource

To app . state elvat process-local storage. Aev ouyypovidetar avapeoa o workers kat Sev eivan
database. Eivat katdAnAo yia objects 0mtwg connection pools 1] immutable registries stov avrkouv otn
{wn evog worker. Atogpuye va yepioeig route functions pe untyped lookups oto state. BaAe pikpo
dependency mtov emoTpepel ovykekpiugvo protocol 1) object. 'Etol ta endpoints SnAwvouv Tt
xperadovrat kat ta tests pmmopotiv va kavovv override.

Resource ov avoiyet oto lifespan mipémnetl va £xet oagr) shutdown deadline. ITpota otapatag va
Sexeoat vea epyaoia, peta mepipévelg bounded xpovo yia in-flight work, peta kheiveig clients kat
pools. Av n epappoyr| Eexva consumer task, kpata handle, oteile cancellation kat epipeve v
ohoxAnpwot tov. 'Eva oppavo create task dev €xer lifecycle owner.
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Readiness kai liveness

Liveness onpuaivel 0Tt o process dev £xel koAAnoel tedeiwg. Readiness onuaivel 0 propet va
eCumnpetnoel twpa. Mnv kaveig database query oe ka0e liveness probe kot tpoxkaleig restart storm
otav neéoel 1 database. H readiness pmopet va avtavakAd critical startup state, aAAd yperadetan pukpod
timeout ka1 @Onv toAtikn. 'Eva health endpoint ;tov emotpepet mavta 200 xwpig va EEpet av
teleiwoe 1o lifespan Sev eivan readiness.

Ot migrations Sev mpémet va tpéyxovv Tavtdoypova amd kabe web worker. Eivan Eexwplotd release step
pe évav owner. To lifespan entaAnBevel cupfatotTnta kat avoiyel runtime resources. Aev aladet
aveEéleykta shared schema.

SOURCE TRACE

To FastAPI Trepvda 10 11ifespan OTOV router 010 fastapi/applications.py. 10 fastapi/

routing.py, 70 _merge lifespan context ouvBérel lifespan contexts étav mepihapBdavovrai routers. H
ekTéAeon Twv ASGI lifespan events TTapapével eubuvn Tou server kail Tou Starlette-compatible routing layer.

NMATIAA
To app. state avriypd@etal wg 1déa ae kKAOBe worker, 6x1 wg Koivr] pvrun. Counter, cache A lock exei dev
TpooTarevel cluster-wide invariant.

MHXANIEMOZ
Import dnAwvel To TTpoOypappa. Lifespan katéxel Ta long-lived resources. Request dependencies divouv typed
Tpoofaon xwpig va aAAalouv To lifecycle Toug.

PROBE

OTiaEe fake resource TTou KaTaypd@el open, use, close. TPELe dUO requests péoa o€ TestClient context
Kol PETA €va test xwpig context manager. Assert pia évapén, 600 Xprioeig kal £va KAgioiyo. MNpooBeae exception
oTo startup kai emBeRaiwae 6T Kavéva request dev eEuTTnpeTeiTal WG ready.

EKAOZH 1.0 - ZEMTEMBPIOX 2026 9



FASTAPI ANO ENDPOINT MEXPI PRODUCTION Path operations kai HTTP semantics

KE®AAAIO 3

Path operations ka1 HTTP semantics

To route d¢ev cival ammAwg URL 10U KaAgi function. Method,
status, headers kai response body 1Tepiypdgpouv 11 cuvéRN Kal
TI ETTPETTETAI VA KAVEI O client peTa.

method + path route match domain outcome > status + headers
client intent operation contract created / missing / conflict observable meaning

>xnua 3.1 - To domain outcome petappddetal o€ observable HTTP meaning.

Ot decorators get, post, put, patch Kal delete kKataywpifovv path operations. To 6vopa g function
elvan Python detail. To public contract eivat o cuvdvaopog method, path, accepted input, outcomes kat
response schema. 'Evag client Sev mpémel va pavtevel to amotédecua astd human message.

To GET eivan yia avayvwor kat stpémetl va eiva safe wg tpog business mutation. To PUT avtikaBiota
resource oe Yvwoto URI kot eivat oxeSraopévo maote n idia mpobeon va propel va etavain@det. To
PATCH e@papudlet pepikrn adhayrn. To POST Snovpyel subordinate resource 1) ekteAel command kat
Sev eivan eyyevag idempotent. To DELETE pmopet va oyebiaotel @ote 1) emavainyn va diatnpel to
1610 TeAko state, tapoT To Sevtepo response iowg eival SaPopeTIKO.

PYTHON

from uwuid import UUID, uuid4

from fastapi import FastAPI, Header, HTTPException, Response, status
from pydantic import BaseModel

app = FastAPI ()

class WidgetCreate (BaseModel) :
name: str

class WidgetView (BaseModel) :
id: UUID
name: str

Qapp.post (
"/widgets",
response model=WidgetView,
status_code=status.HTTP_201_ CREATED,

)

async def create widget (data: WidgetCreate, response: Response) -> WidgetView:
widget = WidgetView (id=uuid4 (), name=data.name)
response.headers|["Location"] = f"/widgets/{widget.id}"
return widget

@app.get ("/widgets/{widget id}", response model=WidgetView)
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async def get widget (widget id: UUID) -> WidgetView:
raise HTTPException (status code=404, detail="widget not found")

To 201 SnAwvel Snuiovpyia kAt 0 Locat ion deiyvel To véo resource. To 202 onuaivel 0T 1) epyacia
£ywve accepted, oyt 6Tt oAokAnpwOnke. Ipémel va Swoelg status resource 1) AAAo protocol
mapakolovBnong. To 204 Sev exet response body. To 409 meprypapet conflict pe tpeyov state. To 412
taipladel oe amotuynuévo precondition 6mwg I £-Match. To 422 ypnotuormoteital amd to FastAPI yia
request validation failures.

2TATIKEG KOl OUVAMIKES OI0OPOES

Ta routes afloroyotvtan pe oelpd. Av SNA®OELS /users/ {user id} TPV AmO /users/me, TO string me
uropel va avtipetwmotel oav dynamic value kat va asotuyer validation 1) va stael oe AaBog handler.
AnAwoe Tig ouykekpuéveg Sradpoueg pv amo Tig yevikeg. Path converters kot annotations dev eivan
vrokataotato yia kabapo URL design.

To trailing slash esmiong eitvan observable. Redirect behavior pmopel va ennpedoet non-GET clients,
signatures 1) proxies. AtdAee canonical paths ka1 Sokipaoce Tt yivetar 6tav o client oteiher AAAN pop@r.
Mnyv Bewpeig 6Tt kaBe HTTP client etavaiaufaver pe aopdieia body petda amod redirect.

Domain outcome mpiv amré HTTP mapping

Mnyv meTAg HTTPExcept ion Pabid péoa oto domain eneldn eivar BoAko. 'Eva use case pmopel va
emoTpéYel outcome OTWG Created, NotFound, Conflict 1 va onkmoel application exception mov dev
yvopidet status codes. O route adapter kavet  petagpaon. 'Etot 1o 1810 workflow pstopet va kAn0Oet
asto queue 1 CLIL

To HTTPException €lval 0woTd oto transport boundary kat oe dependencies mov ek@pafovv HTTP
policy, 0nwg missing credentials. To detail eivan public data. Mnv Badeig stack trace, SQL message T1j
token exel.

OTGV £1TIO'TpE'Z(p£I§ Response

Av emmotpeyeig dict i model, to FastAPI mepva asto response serialization ko validation. Av
emoTtpeyelg anmevbeiag Response, JSONResponse, file 1) stream, avaiappaveig status, headers, media
type ka1 body. Auto eivarn xproipo, aAAd to runtime amotéAeopa Sev GIATpAPETAL ATTO
response_model. Kpata documentation ko mipaypatiko response evfuypapiopéva.

Headers (’)9‘[(1)@ ETag, Cache-Control, Location, Retry-After KOl Content-Disposition elvan pépog
Tov contract. Mnv ta avtipetwitidelg oav Stakoountikd metadata. 'Eva owoto status pe AdBog caching
header pmopet va mapayel copapdtepo bug amo eva AaBog JSON field.

SOURCE TRACE

O1 convenience decorators KataAfjyouv o€ FastAPI.add api route Kal APIRouter.add api route.
210 fastapi/routing.py, n route state kpatrd methods, status code, response class kai response fields. To
actual matching Bacietal oTo Starlette routing contract kai diaTnpei T o€Ip& Twv routes.

MATIAA

To 200 {"ok": true} yia K&4Oe amroTEAECHA aaipei TTANPo@opia aTTd proxies, clients kal monitoring. Ta
HTTP semantics eivai pépog Tou API, Oxi1 TTepITUAIypa yUpw a1rd €va generic envelope.
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MHXANIZMOZ

MpwTa povteAoTToinoe outcomes. Metd avTioToixioe kaBéva ae status, headers kai body. H avtigToixion mpétrel
va gival oTaBepn Kal va dokipadeTal wg contract.

PROBE

Ipdye tests yia create, duplicate create, missing resource kai stale update. Assert akpiBwg status, Location,
body kai absence body o1o 204. MNpdoBece /users/me YeT@ a6 /users/{user id} Kal TTAPATAPNOE TO
amrotéAeopa. Metd avTioTpo@r) TnG O€Ipdg Kal KAEIdwOE To Ye regression test.
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KE®AAAIO 4

Path, query, header kai cookie
parameters

H idia string Tiun £xe1 d1AQOPETIKO vONUa avaAoya PJE TO onuEio
Tou HTTP request atrd o6tmrou TporABe. Kave source,
constraints ka1 absence explicit.

cookie header query path
| ambient client state ! metadata + precondition filter + page identity

typed arguments
validated values

>xnua 4.1 - Téooepig TINYEG input kataAryouv o€ typed arguments.

To path tpoodiopidet resource identity. To query exppadet filtering, sorting, pagination 1) optional
projection. Ta headers petagépovv protocol metadata, credentials kan preconditions. Ta cookies givat
ambient state stov 0 browser otéAvel cOpPwva pe domain kat cookie policy. Av Ta avakatéyelg oe Eva
generic params dictionary, yaveig validation kou vonua.

Xpnowpomoinoe Annotated oote To Python type va pévet kaBapo kat to FastAPI metadata va
Bpiloketan Simha tov. Constraints oto boundary k6fovv dkvpo input mpv @Tacet 0To use case, A
Sev avtikabiotovv domain invariants.

PYTHON

from typing import Annotated
from uuid import UUID

from fastapi import Cookie, FastAPI, Header, Path, Query
app = FastAPI ()
@app.get ("/accounts/{account id}/orders")

async def list orders (
account id: Annotated[UUID, Path (description="Account identity")],

limit: Annotated[int, Query(ge=1l, 1le=100)] = 20,
cursor: Annotated[str | None, Query(max length=200)] = None,
tags: Annotated[list[str] | None, Query ()] = None,

if none match: Annotated|
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str | None, Header (alias="If-None-Match")
] = None,
session id: Annotated][
str | None, Cookie(alias="session")
] = None,
) —> dict[str, object]:
return {
"account id": account id,
"limit": limit, a
"cursor": cursor,
"tags": tags or [],
"conditional": if none match is not None,
"has session": session id is not None,

To vu1D amoppisntel malformed identity stpiv to repository. To 1imit oploBetel k00T0g. To cursor £xet
length bound ene1dn apyotepa pmopei va anokmwSikomonOei 1) va pmet oe log. Emavaiappavopevo
query Onwg ?tags=paids&tags=priority yiveta list. To absence Snidwvetat pe None, OX1 e Kevo string
70V TOKTA SEka SrapopeTikeg epunveieg.

Naming kai aliases

Python identifiers ypapovtatl ouvnBwg pe underscore, eva public APIs pmopel va xpnotpomolovv ahho
ovoua. To alias kpata explicit mapping. Xta headers to FastAPI petatpémnet underscore o hyphen
arto default. Ta protocol headers mpotipunoe explicit alias wote 0 avayvootng va PAenet akpifog to
wire name.

Mnv a@rjverg public names va aAAadovv eneldn £ywve rename pia local petafAntr). Path kat query
names eivan deployed contract. Av mipémnel va petaxkivnei field, oyediaoe migration window kot
TApAKoAOLONCE ¥PToT TOL TTaAoV alias.

Pagination 1rou avtéxel aAAayég

To of fset elval amtAd, AAAA 0€ HEYAAT KAl LETABAAOUEVT CLAAOYT] €xel aoTabela kal avEavouevo
database cost. Cursor pagination kwSikosotei stable ordering key kau tie-breaker. O cursor eivat
opaque ya tov client, signed av Sev mpénel va adowwvetar kat versioned wote va ptopet va e€elyOel.

To order mpémet va eivar deterministic. created at povo Tov Sev apket av Vo rows gxovv id10
timestamp. IIpooBeoe unique identity wg Sevtepo key. H epapuoyr| opidel maximum page size akoun
KL av o client {ntnoet ekatoppplo. To response Sivel next cursor kat Ox1 eontepkod SQL offset.

Headers kai trust

Ta amAd request headers eivat input tov client. Forwarded host, scheme kau client IP pmopet va eéxovv
Eavaypa@Ttel amo proxy. Mnv epsmotedecal X-Forwarded-For eneldn viapyet. O ASGI server mpémet
va epmmoteveTal povo yvwoteg proxy addresses ka1 edge topology va kaBopidet ;oo hop ypager tu.

Ta conditional headers ypeialovtat parser. To Tf-Match pmopel va mepiExel Alota entity tags kat to
If-None-Match wildcard. Mnv kaveilg amin string oUykpion av voompidelg mArpn HTTP semantics.
Av 1o 81x0 oov API 0pidel 7o 0TEVO grammar, TEKUNPImoe To KAl amEppupe ta vrolouta kabapd.
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Cookies d¢ev ival atrAé parameter

Cookie authentication @p&pvel browser concerns 0mwg Secure, HttpOnly, SameSite, CSRF ka1t domain
scope. To o1 to FastAPI pmopei va Stafacet cookie Sev onuaivetl 0Tt 1 TOATIKT eival AGQAANG.
Awapaoe v Tiun oto boundary, etaAnBOevoe signature 1) session lookup ka1 petétpeye ) oe principal.
Mnv mepvag raw cookie Babia oto domain.

SOURCE TRACE

Ol declarations Path, Query, Header Kal Cookie €ival factories 070 fastapi/param functions.py Kal
dnuioupyolv metadata ammé fastapi/params.py. To get dependant OTO fastapi/dependencies/
utils.py avoAUel Tn signature. To solve dependencies OUAAEyel path, query, header kai cookie values

TIpIvV KaAéoel To endpoint.

NArIAA
To validation evog 1imit <= 100 mpooTaTevel povo auto To field. Aev TTpooTaTeUel query TTOU KAVEI
expensive join, regex search 1 N+1 provider calls. KéoTog kai authorization xpeidlovrar exwpioTr) TTONITIKY).

MHXANIZEMOZ
H 8¢on Tou input gival pépog Tou voruatog. Metétpewe untrusted strings o€ bounded typed values oto HTTP
boundary kai TTépace oT10 use case Povo 6,TI XPEIACETAl.

PROBE

>1eile duplicate query keys, kevr) Tipn, invalid UUID, limit O kai limit 101. Katéypawe T10 error 1oc yia k&GOe
TTePITITWOoN. Aokiyaoe header pe dIaQOPETIKO case Kal cookie absence. Metd ypawe property test yia cursor
decoder pe Tuxaia Kol uTTEPBOAIKG peydAa strings.
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KE®AAAIO 5

Request bodies kai Pydantic models

To request model €ival anti-corruption layer. MetartpéTrel Eva
eCwtepIkO JSON document o€ yvwaoTr doun TIpIV N EQapPoyn
TTapel business atmmégaon.

JSON bytes | . Python data R Pydantic model R command
content type decoded document validate + normalize application input

>xnua 5.1 - Amé JSON bytes o¢ validated command.

"Eva JSON body dev eivar Python object péypt va amokwdikomomnel. Metd tnv amtokwdikostoinon
mapapével untrusted data: fields Aeimovv, €govv AdBog type, eivar vtepfoiika peyaha 1) cuvdvalovtal
ue tporto mov Sev emtpenetat. To Pydantic model teprypagpet ) shape kat extelel validation. To
domain model pmopet va eivan Siapopetiko object pe avotnpodtepa invariants.

PYTHON

from decimal import Decimal
from typing import Self

from fastapi import FastAPI
from pydantic import BaseModel, ConfigDict, Field, field validator

app = FastAPI ()

class LineInput (BaseModel) :
model config = ConfigDict (extra="forbid")

sku: str = Field(min length=1, max length=40)

quantity: int = Field(ge=1, 1e=100)
unit price: Decimal = Field(gt=0, max digits=10, decimal places=2)

@field validator ("sku")

@classmethod
def normalize sku(cls, value: str) -> str:
normalized = value.strip () .upper ()

if not normalized:
raise ValueError ("sku cannot be blank")
return normalized

class OrderCreate (BaseModel) :
model config = ConfigDict (extra="forbid")
customer reference: str = Field(min length=1, max length=80)

lines: list[LinelInput] = Field(min Tength=1, max length=50)

@app.post ("/orders")
async def create order(data: OrderCreate) -> dict[str, int]:
return {"accepted lines": len(data.lines)}
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To extra="forbid" amoppintel ayvwota fields. Avto eivan karo yia command API dstov typo Sev
npémel va ayvonbel owwmnAd. Xe ingestion boundary pe versioned events iowg emA&€erg forward-
compatible ayvonon. H emoyn eivar protocol decision kat mpemet va Sokipadetat.

To Pydantic kavel coercion oe apketeg meputtmoelg. Auvto eivar foAiko yia query strings, ala pmopet
va kpowel apgipfoia bodies. To strict mode pmopet va pvBiotel ava field 1) model. Mn) yvpileig kaBe
model oe strict amo ovvnBela. Atopdaoioe Tt amodeyetan to wire format kan ypdape tests yia akpipag
QUTEG TIC LETATPOTEG.

Optional, nullable ka1 missing

str | None OTUAIVEL OTL 1) TIUT WITOPEL VA gival null, OX1 avtoudtwg ot to field pmopet va Aeimel.
Default None T0 kavel un astantovpevo. e PATCH API ypetadetat ouyva va Eexwploelg missing aso
explicit null: to tpdTO ONUAivel «punv aAAGEe1g», To Sevtepo «kabBapioe Ty Tiun». To

model fields set Oeiyvel mowa fields 80Onkav ka1 o model dump (exclude unset=True) TAPAYEL
uovo avtd.

Mnyv epappolelg tvpAd to dump mtave oe ORM row. Ilpmta opioe allowed patch fields, peta eleyEe
domain rules ka1 téhog kave explicit update. Mass assignment astd public model oe persistence object
umopet va avoi&el authorization bug 6tav mpootebet véo field.

Validators oto ocwoTO £TTiTre®o

Field validator elval owotog yia normalization kat kavova evog field. Model validator taipiadel oe
oxéon petal fields, 0mwg starts at < ends at. Business invariant ;tov astautet database 1) current
user dev avrjkel oto Pydantic model. To validation mipérmet va eivan deterministic kat ywpig network I/
0.

XpNoHomoinoe Decimal YO XPNUATIKEG TIHEG OTav TO protocol S&yetar decimal number 1) string pe
oaqn) convention. To binary float Sev avamapiotd axkpifwg moAd Sekadika. ITap’ OAa avtd, T00o KAl
currency spesnel va yivouv domain value object. To gt=0 pdvo tov Sev eAeyyel currency scale, pricing
authority 1) av o client emtpenetan va oteilet Tiun.

Content type ka1 péyebog

YtV €kboomn avagopdg To strict content-type checking eival evepyo amo default yia routes pe body.
JSON mnpémet va dnhwvetal pe cupPato application/json 1) application/*+json media type. Avto
eumodidel ambiguous parsing. To body size limit opwg ovvnBwg mpémel va emPAnOet otnv edge 1 ASGI
server layer mtptv poptwBolv tepaotia bytes otn pvnun.

Nested models kavouv to OpenAPI akpifeg, aAla Babog kat tAnBog ototyeiwy eivar emiong attack
surface. BaAe bounds oe lists kau strings. I'ia mpaypatika peydAa datasets ypnolpomoinoe streaming
upload 1 asynchronous ingestion protocol, 6xt JSON document exatovtaSwv megabytes.

A1rdé DTO o€ command

To request model avnkel oto API version. Metétpewe to oe application command pe values ov to
domain xataAafaivel. Avto epmodidetl Pydantic configuration, aliases kot optional transport fields va
SrayvBovv mtavtov. Emiong emtpémner o€ job 1y CLI va kaAgoet to 1810 use case xwpig va kataokevadel
fake HTTP model.

EKAOZH 1.0 - ZEMTEMBPIOX 2026 17



FASTAPI A0 ENDPOINT MEXPI PRODUCTION Request bodies kai Pydantic models

SOURCE TRACE

To body parsing yivetal yéoa 010 get request handler Tou fastapi/routing.py. EKei eAéyxetal 10
content type kai Trapdyetal decoded body. To request body to args 0To fastapi/dependencies/
utils.py avrigToixi¢el To body ota model fields. H Pydantic v2 compatibility BpiokeTal kupiwg kdtw atmd
fastapi/ compat/v2.py.

NATIAA
To Pydantic validation atrodeikvuel shape kai TotkoUg kavoveg. Aev atrodeikvuel 0TI To SKU uttdpxel, 0TI N Tiyn
gival €ykupn f 6T o caller €xel dikaiwpa va dnuioupynaoel TNV TTapayyeAia.

MHXANIZEMOZ
Request DTO, application command kai domain object utropouv va éxouv Trapouola fields aAAG dlapopeTIkd
ownership. H petatpotrr) petagu Toug eivai xprioiyo boundary, oxi axpnoto duplication.

PROBE
>1eiAe unknown field, kevé SKU, 51 lines, decimal pe tpia wnoeia kai JSON pe AddBog Content-Type. MNa
PATCH model dokipaoe {}, {"name": null} Kal {"name": "Ada"}.Katéypaye model fields set

Kal To akpIBEG HTTP error woTe va d€1g Tn dlagopd missing kai null.
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KE®AAAIO 6

Validation, strictness kal error contract

To validation error €ival public API response. H ecwTtepIkn
Aiota AaBwv Tou Pydantic €ival TToAUTIUN, aAAG dev xpeladeTal
va yivel autouaoia yovipo contract.

1 raw input I ,| core schema error locations ,| stable APl problem
| wrong or missing | field rules path + message + type your error contract

>xnua 6.1 - To internal validation result petagpadetal o€ stable problem document.

'Otav path, query, header, cookie 1) body Sev pmopet va emxvpwbel, To FastAPI cuykevtpwvet errors
KOl ONKQVEl RequestValidationError. O default handler emotpégel 422 pe detail. Kabe item
miepieyel location, error type kail message. AuTto eival ToAd kaAd yia avasttugn. Ze public API opwg
npEmel va amopaoioelg av 0éAelg va Seopevteig akpipaog oe avt ) shape kal ota messages g
exaotote Pydantic £ékSoong.

"Eva application-wide handler pmopei va kpatioet otabepd envelope kat va petatpewet ta internals oe
S1kolg oov codes. Mn xaveig to location. Eivat o povog tpomog va Eexwpioet o client to
body.lines.2.quantity amo query field pe i510 ovopua.

PYTHON

from typing import Any

from fastapi import FastAPI, Request

from fastapi.exceptions import RequestValidationError
from fastapi.responses import JSONResponse

app = FastAPI()

def public issue(error: dict[str, Any]) -> dict[str, Any]:
location = [str(part) for part in error.get("loc", ())]
return {
"path": location,
"code": str(error.get ("type", "invalid")),
"message": str(error.get ("msg", "Invalid wvalue")),

@app.exception handler (RequestValidationError)
async def validation handler (
request: Request,
exc: RequestValidationError,
) —> JSONResponse:
return JSONResponse (
status code=422,
content={
"type": "https://api.example.test/problems/invalid-request",
"title": "Invalid request",
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"status": 422,
"issues": [public issue(error) for error in exc.errors()],

}y

To mapaderypa potadet pe problem details, ad\a to kpiopo eival n dikr) cov otabepn) onuactoAoyia.
To type eivat identifier tng katnyopiag. To status cup@wvel pe 1o HTTP status. Ta field issues eivat
structured. Av tpooBeoeig request id, kpatnoe 1o wg correlation value kat 01 cav VIIOKATACTATO TOV
machine-readable error code.

Request error ka1 domain rejection

Malformed UUID, missing field ka1 AdBog integer eivan validation failures. «To kovmovi EAnge», «Sev
vapyet Stabgopo amobepa» kan «1 ekdoor) eivar stale» eivan domain outcomes. Mnyv ta Badeig 6Aa oe
422 ene1dn o client mpémel va adagel katl. Xperadovian Stagpopetikovg codes, status kau retry
semantics.

To 1610 10yVet yia authentication. Missing 1) invalid credentials eivat 401 pe katdAAnAo www-
Authenticate. Authenticated principal ywpig permission eivat ouvBwg 403. Resource mov kpvfeig
yla AOyoug privacy ptopet va xaptoypagel o 404. Avteg eivan policy amogpacelg, oxt Pydantic rules.

Coercion wg protocol decision

To URL query eivat text, dpa n petatposn "20" oe integer eivan guoikr). e JSON body, 1 artoSoyn
"20" wg¢ number pmopel va kpUyel bug aAov client. To Pydantic vitoompidet strict types kat model
configuration. E@pdpuoocé ta exel 6mov to wire contract to astautel kat ypawe compatibility tests spwv
aMa&erg vtapyov endpoint.

Normalization kot validation eivan Staopetikég mpa&eig. To trim evog human-entered display name
iowg etvan ypnowo. To trim evog signed token 1) idempotency key aadet identity kan putopel va eivat
AaBog. Mn petaoynuartilelg security-sensitive input yia va to KAveig va «epaoet».

Mnv emioTpé@eig 6Ao TO input

Validation exceptions prtopotv va kpatovv body 1y values yia debugging. Ekel pmopet va vitapyovv
passwords, access tokens, tpoowmikd SeSopéva 1 peydra documents. O public handler Sev mpémet va
kavel echo raw input. Ta logs emtiong yperalovtan allowlist kan redaction. Katéypawe category, safe
field path, route template ka1 request id. 'Oyt authorization header 1} oAoxAnpo body.

Messages yia humans ptopet va aAha&ovv 1) va petagpaotovv. Clients mpémnel va facidovtan oe stable
code ka1 path. Av aA\a€eig error taxonomy, avtipet®moe 1o oav API migration. Snapshot tov
OpenAPI Sev apkei eme1dn moAha error shapes SnAovovtat generic. Xpeliadovtal IpayLaTIKA response
contract tests.

Op1a kéoTOUG

Validation cupfaivel agov to request £xel ptaoel apketd fabia. Edge limits yia body bytes, header
count kot request line length k0fovv abusive input vwpitepa. Model limits oe list length, string length
ka1 nesting mpootatevovy to application layer. Database statement timeout kot bounded external calls
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npootatevovy to vtdoAoto workflow. Kapia povadikr validation pvBuion Sev kaivmtel 6Ao to cost
surface.

SOURCE TRACE

To RequestValidationError opietal 010 fastapi/exceptions.py. O default

request validation exception handler OTO fastapi/exception handlers.py XPnNOIUOTIOIET
jsonablg encoder (egc .errors ()_) . 210 get request handler TOU f_astapi/routing.py, Ta
errors aTo Body ka1 dependencies 0UVK£VTpUJVOVTaI TpIV onKEJesi n exception.

MATIAA

Av ol clients kdvouv branch avw oTo ayyAiké msg, €va pikpd Pydantic upgrade ptropei va yivel breaking
change. Awaoe d1k6 oou stable code.

MHXANIZMOZ
Validation errors mepiypd@ouv invalid transport input. Domain outcomes Treplypd@ouv éykupo command TTou
Oev utropei va ekteAeoTei. Kpdra diagopeTikd taxonomy kai dla@opeTikd tests.

PROBE

Mdape éva nested body kai dnuioupynoe TévTe failures oe dlagopeTikd eTTiTeda. Snapshot pévo Ta stable fields
Tou custom envelope. Metd avafdBuioe Tpoowpivd To error message aTo test fixture kai Befaiwaou 611 0
client simulator kavel branch o€ code kal path, 0x1 o€ human text.
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KE®AAAIO 7

Response models kai serialization
boundary

To response model dev gival documentation decoration. Eivai
allowlist Tou public output kail runtime €Aeyxog 0TI O server
TNPEi To contract Tou.

endpoint result ,| response model encoder response bytes
domain object filter + validate JSON-safe values public contract

v

>xnua 7.1 - To internal result iATpdpetar kai yivetar public JSON.

Input kat output models omavia mpémnet va etvan ida. 'Eva persistence object pmopel va mepiEyet
password hash, internal notes, provider ids kat flags mov 8ev avrjxouvv otov client. Av emotpeyerig
Tuxaio dict, kaBe peAMovtiko field pmopei va Siappetioet. To response model SnAwvel akpifmg Tt
EMTPENETAL VA TTEPAOEL TO boundary.

PYTHON

from datetime import datetime, timezone
from uuid import UUID

from fastapi import FastAPI
from pydantic import BaseModel, ConfigDict

app = FastAPI ()

class UserRecord:
def init (self, user id: UUID, email: str, password hash: str) -> None:
self.id = user id
self.email = email
self.password hash = password hash
self.created at = datetime.now (timezone.utc)

class UserPublic (BaseModel) :
model config = ConfigDict (from attributes=True)

id: UUID
email: str
created at: datetime

@app.get ("/users/{user_ id}", response model=UserPublic)
async def read user (user id: UUID) -> UserRecord:
return UserRecord(user id, "ada@example.test", "never-expose-this")
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To from attributes=True eMIPENEL AvAYvwor) attributes avti povo mappings. Aev onuaivel 0Tt
npémel va emotpeeig live ORM entities stavtov. Lazy-loaded relationship kata to serialization popet
va KAVEL KPpLPO qUEry, Vo GUVAVTNOEL KAEIOTN session 1) va mapayel N+1. ITpotiunoe explicit projection
IOV (POPTOVEL O,TL ¥PelAleTal TO response peoa oTo transaction boundary.

Ti cupBaivel oTo return

Ia declarative response, 1o FastAPI emuikupovel to result amévavt oto response field kat to serializes
ovppwva pe include, exclude, aliases kat unset policy. Av 6ev vitapyet response field, ypnowomoret
jsonable encoder ®mote values 0mwg datetime, UUID kat Pydantic models va yivouv JSON-
compatible Python data. H response class, ouvi|fwg JSONResponse, HeTATPENEL AUTA Ta values oe

bytes.

Response validation failure etvai bug tov server. O client éotelle £ykvpo request kat Sev @raiet eneidn
n epappoyn &&xaoe field. Mnv emotpe@elg TV E0WTEPIKT ATTOUEPELA WG 422. KaTeypawe Ao@aAr
diagnostics pe endpoint context, enéotpeye generic 500 problem kat 510pOwaoe to producer.

Include, exclude kai {exwpioTd models

Ta options response model exclude none, exclude unset kalinclude/exclude eivan xpriowa, aAha
Sev mpemel va yivouv poviun apyltektovikn yua §éka public views evog tepaotiov model. Eeywplota
output models kavouv to contract opatod, Sivouv cwotd OpenAPI kat amotpémovy accidental exposure
otav npootedet field.

Aliases eivau emiong public contract. Me response model by alias=True, 7ov eival to default, to
output ypnowororei alias. Av aA\a&eig alias 1) casing, kavelg schema migration. Mnv agnveig serializer
preference va aA\a€et ywpig contract diff.

Pydantic field serializers eivan katdAnAot yia deterministic representation, 6mwg canonical
timestamp. Aev eivanl xwpog ywa database lookup 1y provider call. Serialization pmopei va cuppet agpot
£xel tedeiwoet pepog tov dependency lifecycle kan pémel va mapapéver bounded.

Direct Response onuaivel avaAnyn eAéyyxou

'‘Otav emoTpePelg Response subclass, to FastAPI Sev petatpémnel to content pe to response model.
Avto yperdetan yia redirect, file, stream, custom media type 1) 1161 encoded bytes. Tote oV katéyelg
TO payuaTikd content type, status, headers kan encoding. H OpenAPI SnAwon pmmopel va tapapevet
XwpoTh, aAla Sev emPBaier runtime validation.

TMa 204 enéotpeye empty Response (status code=204). Mnv apnvelg JSON null oe status mov dev
emtpénetat va £xel body. Ia downloads o0pioe safe filename kal Content-Disposition. [a streams
Buunoov ot failure petd to response start Sev pmopel va petatpamnel kabapda oe véo JSON error.

2T100£pN avatTTAPACTAON

JSON objects Sev £xovv business ordering. Arrays €yovv. Timestamps xpeldlovtal timezone
convention. Decimal kat peyadot integers ypelddovtal cuppmvia pe clients sov i0wg Xp1ooTolovy
JavaScript numbers. Enum values nipémnetl va eivar otaBepd wire values kot 01 tuyaia display labels.
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Av response yivetai cache key, signature 1) webhook payload, canonicalization npémel va etvan explicit.
To ovvnBiopuévo API response dev xperdletan canonical JSON, ala xpeidletan semantic stability.
Aoxipaoe values kat schema, oyt whitespace Tov encoder gktog av ta bytes eival 0viwg contract.
SOURCE TRACE

H serialize response 010 fastapi/routing.py €MKUpWVEl Kal serializes péow Tou response field f

KaAei jsonable encoder. H idia diladpopr) onkwvel ResponseValidationError pe endpoint context. To
fastapi/encoders.py TEPIEXEI TO generic jsonable encoder.

NATIAA
To output filtering eival defense, ox1 adeia va @opTwvelg secrets oTo id10 object xwpig Adyo. ‘Eva direct
JSONResponse I dAo endpoint ytropei apydtepa va TTapakauwel 1o QIATpo.

MHXANIZMOZ
>xediaoe output model atré TNV oTrTIKr) Tou consumer. PopTwae explicit projection, EMKUPWACE TO Kal YETA
serialize. To persistence shape d¢v civalr API shape.

PROBE

EméoTpewe object pe £va extra secret field kai empBeRaiwaoe 611 Acitrel. MeTd agaipeae required public field kai
assert 500, xwpig AetrTopépeieg aTov client. Mpdabeoe query-count assertion g€ response pe relationships
WoTe va evToTTioelg lazy serialization kol N+1.
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KE®AAAIO 8

Routers kai modular composition

O router opyavwvel HTTP contracts. Aev givai application
layer ka1 dev TTPETTEI Va Yivel KPUPO service container.

shared dependencies application
policy at boundary composition root
A\ 4
users router orders router admin router
lusers lorders ladmin

>xnua 8.1 - To app ouvBéTel routers kal boundary policies.

'Eva APTRouter ouykevTpwvel routes pe kowo prefix, tags, dependencies kot responses. To module
uropet va Snidwoet HTTP behavior ywpig va yvwpidel to teAiko FastAPT object. To composition root
aIt0PAOidel TTO101 routers PItaivouy, Le ola version Kat Katw astd sola policy.

PYTHON

from typing import Annotated
from uuid import UUID

from fastapi import APIRouter, Depends, FastAPI
from pydantic import BaseModel

class UserView (BaseModel) :
id: UUID
name: str

def require api key() -> None:
pass

users = APIRouter (prefix="/users", tags=["users"])

@users.get ("/{user id}", response model=UserView)
async def show_user(user_id: UUID) -> UserView:
return UserView (id=user id, name="Ada")

def create app() -> FastAPI:
app = FastAPI (title="Accounts API")
app.include router (
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users,
prefix="/v1",
dependencies=[Depends (require api key)],
)

return app

H parameterless dependency exteAei policy xwpig va sepdoet value oto endpoint. Eivat yprjowun ya
koo authentication gate 1) audit setup. Av opwg yperaletat o principal péoa oto route, SNAwoe Tov wg
typed argument avti va kpOweig v Tiur o€ global context.

Aopn ava capability

Folders povo ava teyviko eidog, Onwg routers/, services/, schemas/ Kl models/, S1aokopmidovv
pia aAAayn og 0Ao to repository. I'a peyailtepo ovotua tpotipnoe capability slice: orders/api .py,
orders/contracts.py,orders/use_cases.py,orders/adapters.py.Shared[ninﬁﬂvesuévovv
pKpd kat paypatika shared.

To router module pmopet va eloayet use case interface 1) factory dependency. Aev mpémet va kavel
import To KeVTPIKO app, 10N Snuiovpyel circular composition kat SvokoAevel ta tests. H pon
dependencies mnyaivel mpog ta peoa: transport yvwpidet application contracts, to domain Sev yvwpidet
FastAPI.

Prefixes, tags kai versioning

To prefix eivan pépog tov deployed URI. Mnyv pridyvelg versioning amiog avTypapovtag 0o Tov
router kat apnvovtag Vo implementations va asokAivouv. Kpata koo use case 6tav to business
behavior eivat i610 kot Eexmprotovg HTTP adapters 1) DTOs 0tov aAAadet to contract.

Ta tags opyavwvovv documentation, 6x1 authorization. To 6Tt route Bpioketal o€ admin router Sev
amodekviel 0 eivan protected. BaAe dependency policy 0to owotd include boundary kan ypdue test
mov emBewpel kAOe protected route.

Router-level default responses pmopotv va tekunpiovouy kowva errors. IIpocege va un SnAmveig 401 1)
403 o€ routes 7oL TpaAyuATIKA emMOTPEPOLY AAho envelope. OpenAPI metadata ywpig matching
handler Snuiovpyel wevtikn Pefardmra.

Composition kai route identity

H évta&n router cuvOéTter metadata amod parent ko child. Route name kot operation id mpésmet va etvan
otafepa av mapayeig SDKs. Avo functions pe i610 Ovopa oe Stagpopetikd modules popel va
Snuovpyrjoovy aotadn) 1 ouykpovoueva operation ids avaioya pe generator. 'Opioe deterministic
convention kat kave snapshot to OpenAPI artifact.

Mropeig va stepthafelg router meploodtepeg atd pia popeg, yia mapaderypa pe ario prefix. Avtd
Snuovpyet Eexwproteg exposed operations, Sev kavel dynamic mount ava request. Kabe include
nipémet va eivan ovveldnto. 'EAey&e duplicate method-path pairs katd to build.

Mnv kdaveig 1o router business object

"Eva route mtpémetl va kavel parse, va tapet dependencies, va KAAE0EL use case Kal va Tapovoiaoel
outcome. Av ot routes poipalovta helpers mov kavovv database writes, retries kan HTTP calls, to
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shared module eivar kpu@od application layer. Awoe Tov 6vopa, interface kar owner. Ov decorators Sev

etvan architecture.

Jnv AMn mAevpad, un Snuiovpynoeig class yla kaBe function ywpig Adoyo. Plain functions kot pikpa

immutable commands eival apketd peypt va vap&et state 1) smoAhastAr) implementation. To {ntovuevo

etvan visible boundary, o1 pattern count.

SOURCE TRACE

H FastAPI.include router 070 fastapi/applications.py avaBérel GTov KEVTPIKO router. To
APIRouter.include router Kal Ta include contexts Bpiokovral 010 fastapi/routing.py. 210 0.141.1
n uhotroinon ouvBéTel route metadata kai lifespan contexts diatnpwvTtag Tn router hierarchy, aAAG autd Ta
internal objects d¢ev eival public extension API.

NMATIAA
‘Eva global dependency o€ peydAo router ptropei va ekteAei akpif6 1/0 kai o€ health rj public endpoint Tou
oupTTEPIAAPONKE KT AdB0G. To scope Tng policy TTpETTEl va gival 0paTd Kal EAEYUEVO.

MHXANIZEMOZ
Router givar composition unit yia HTTP operations. To application behavior yével o€ use cases TTou PTTopouvV
va kAnBouv xwpig ASGI request.

PROBE
Mapriyaye Aiota (method, path, name, operation id) amol app.routes. Assert 0TI Oev UTTAPXOUV

Tov id10 router o€ deUTePO prefix Kal &g akpIBWG TI aAAdlel ato OpenAPl.
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KE®AAAIO 9

Dependency injection xwpig magic

To dependency system AUvel €va graph atré callables yia ka6e
request. Aev givail global container kai dev atropaacilel uovo
ToU TO lifecycle Twv utTTOdONWY COoU.

request input N dependency typed endpoint R response
headers + params construct value receives result transport mapping

>xnua 9.1 - 'Eva dependency trapdyel typed value yia 1o endpoint.

Omoiodrmorte callable pe inspectable signature pmopet va yiver dependency. To FastAPI avaivel ta
arguments tov 0mtwg avaivel endpoint: propovv va eivar request parameters 1 aMa dependencies. To
return value stepva ot function sov to SnAwoe. Me Annotated pmopeig va 8moelg
emavaypnoipooopo typed alias.

PYTHON

from dataclasses import dataclass
from typing import Annotated

from fastapi import Depends, FastAPI, Header, HTTPException
app = FastAPI ()
@dataclass (frozen=True)

class Principal:
user id: str

async def current principal (

authorization: Annotated[str | None, Header ()] = None,
) —> Principal:
if authorization != "Bearer demo-token":

raise HTTPException (
status code=401,
detail="invalid credentials",
headers={"WWW-Authenticate": "Bearer"},

)

return Principal (user id="user-123")
CurrentPrincipal = Annotated[Principal, Depends (current principal) ]

Qapp.get ("/me")
async def me(principal: CurrentPrincipal) -> dict[str, str]:
return {"id": principal.user id}

To demo token Sev eival production authentication. To tapdaderyua Seiyvel ) por): header, verifier,
principal, endpoint. H vtohowtn epappoyn Sev yperaletar raw Authorization string. "Eva aAn6ivo
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verifier Oa eAéyEel scheme, signature, issuer, audience, expiry ka1 revocation policy pe bounded
KOOTOG.

Dependency i} atrAn function;

Xpnowormoinoe dependency 0tav 1 Tiun avikel oto request boundary 1 ypeialetar FastAPI
composition: principal, database session, locale, request-scoped service 1 parsed precondition. Mia
pure function stov vrtoAoyilel tax amd amount Sev kepSidet KATL av Yivel Depends. KAAeoe T kavovika
QTO TO USE case.

H vniepBoAkn xprion dependencies kpUpet call flow. Av kaBe pukpr) business function eivat node tov
graph, o avayveootng npémnel va tpooopolwoel to framework yia va kataidfet to workflow. Kpdta to
graph kovta oto transport kat resource composition. Meta kave explicit Python calls.

Sub-dependencies

'Eva current principal pmopei va e€aptdran amno settings, token decoder kou user repository. To
endpoint fAemet povo principal, ala o graph Siatnpetl 0Aa ta requirements. To FastAPI AUvet mpaota
ta child nodes. Av vitap&ovv validation errors, to endpoint dev kaAeitat.

Dependencies pmopovv va elvat syne 1y async. Sync callable exteAeitan oto thread pool. Async callable
exteAeitan oto event loop. H i81a mpoeidomoinon e ta endpoints woyvet: blocking library péoa oe
async dependency prtAokapet 1o loop. To framework Sev e€etadlet To owpa g function yia va to
S1o0pBmoel.

Cache avd request

Ao default, ) i61a dependency pe o 1610 effective cache key vtohoyiletan pia popd ava request kat to
value emavaypnoosoteital. Avto amo@evyel Svo session objects 1) SVo token verifications otav
Slagopetikol parents ntovv 1o 1810 node. Aev eivan cache ava process kot e€apaviletal 0To TEAOG TOU
request.

To Depends (..., use cache=False) (NTA veéd ekTeAeon. Xpelaletal omavia, yia tapaderyua oe value
710V TpETel va Srafaotel ek véou pEoa oto 1610 request. Av TO XP1OUOTONCELG OE resource
dependency, pmopet va avoi&eig toAatAd resources Kat va aAAa&elg cleanup order. Kave ) Stagopa
explicit o€ test.

Policy ka1 data

Dependency mov emotpépet principal Abvel authentication. Aev apkel ywa authorization mavw oe
ovykekpiuevo order. To use case mpemel va eAeyEel oxéon principal, action kat resource péoa oto 1610
consistent read. 'Eva generic require admin givan boundary policy. 'Eva can edit order egaptatat
asto TpEYov resource state kal cuvnBwg avnket mmo kovtd oto application workflow.

Emiong, dependency Sev elvan eyyvnon ot ekteAéotnke oe kaBe route mov Enperne. Router composition
test mpémel va eAéyyel policy coverage. Security stov faoiletat o developer memory dev eivan security
boundary.
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SOURCE TRACE

To Depends 0T0 fastapi/param functions.py dnuioupyei fastapi.params.Depends. To

get dependant 070 fastapi/dependencies/utils.py KATaoKeuddel 1o graph armo signatures. To
solve dependencies T0 dl00XiCel recursively, CUYKEVTPWVEI errors kal Trepva To dictionary Twv values oTo
endpoint.

MATIAA

Dependency override avTioToixei 010 apyiko callable object. Av TuAiyeig dependencies duvapikd ) Ta
onuioupyeig péoa oe factory oe kB¢ import, Ta tests pmopei va kdvouv override dAAo identity ammé auté Tou
£Xe€l TO route.

MHXANIZMOZX

To dependency graph kataokeuddel request values kai resources. Meta 1o HTTP boundary, kpdTa 10
application workflow wg kavoviko, euavayvwaoTo Python call graph.

PROBE

ARAwaoe dependency counter Tou {nTeital atmeubeiag atméd endpoint kai yéow dUo sub-dependencies.
EmBeBaiwoe pia ektéAeon. MNpodoBeoe use cache=False o€ £va edge Kal KOTEypaye Tn véa oeipd. Kave
override To leaf ot test kal assert 611 kKavéva TTpaypaTiko external call dev £yive.
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KE®AAAIO 10

Dependency graph, cache Kai ;...

To yie1a OiVEl resource kail opilel cleanup. To Kpioluo dev gival
MOVOo av Ba KAgioel, aAAG av Ba KAgioel TTpIV 1] JETA TNV
QTTOOTOAN TOU response.

[ current_user ]

v

[ database session ]

A4

settings

>xnua 10.1 - To endpoint BpiokeTal oTnVv Kopu®Pr) evog resource Kai policy graph.

Generator dependency Aettovpyei oav context manager. O KoO1KAg TPV QIO TO yield QITOKTA
resource. H yielded Tur) mepva otov consumer. O k®81kag 0to finally amelevbepavel resource
akoun kat otav to endpoint asotiyel. Avto Tapradet oe database session, lock handle 1) scoped client
operation.

PYTHON

from collections.abc import Asynclterator
from typing import Annotated

from fastapi import Depends, FastAPI

app = FastAPI()
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class Session:
async def rollback(self) -> None:
pass

async def close(self) -> None:
pass

async def open session() -> Session:
return Session ()

async def database_session() -> Asynclterator([Session]:
session = await open_ session()
try:

yield session
except Exception:
await session.rollback ()
raise
finally:
awalt session.close ()

DbSession = Annotated]
Session,
Depends (database session, scope="function"),

@app.get ("/orders/{order id}")
async def show order (order id: str, session: DbSession) -> dict[str, str]:
return {"id": order id}

To bare except 7oV Katasivel exception péoa oe yield dependency eivat 18iaitepa emkivéuvo. Mmopet
va eprtodioel T owoTr| propagation kat va agpnoet to response path oe mapdioyn katdotaon. Av
kavelg cleanup kot Sev pmopeig va yeiproteig paypatikda to failure, Eavaonkwog To.

Function scope kai request scope

310 0.141.1, Depends (scope="function") kAelvel To dependency agob tedeimoet 1) path operation
function kat mtpv otadel to response. To Depends (scope="request") KAelvel a@ov oTaAel TO
response. I'a yield dependency ywpig explicit scope, to request scope eivar default.

Function scope eival kalo otav to resource xpeldleTal povo ya va ¢priaytel to result. Database
transaction popel va kavel commit 1) rollback kot va kAeioet tprv Eekivrioel apyo network send.
Request scope yperadetal 0tav to 1810 To response ¥pnoLOTOLEL resource apyotepa, Omwg lazy stream.
Tdte Opwg kpatdg connection yia 0An ) Siapkela tov client download, kam mov ptopet va e€avtinoet
pool.

H ovvnBéatepn kakitepn Abon eivar va unv e§aptatat To stream aso request transaction. ®optwoe
bounded metadata vwpig 1) avoie resource peoa otov generator pe S1kd tov explicit lifecycle. Av
streamapeig database rows, faAe admission limit, timeout, cancellation cleanup kot capacity budget.

Cleanup order

O graph £ye1 nested lifetimes. Parent dependency pmopei va xpnowpomotel child oto cleanup, apa to
child tpémer va mapapéver {ovtavo peypt va tehewwoet o parent. To FastAPI ypnowposoret
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AsyncExitStack KAl KAEIVEL 0€ AvTIOTPOPN OE1PA A0 TNV €10080. Agv mpernel va facideoal tuyaia ot
oe1pa declarations. An\woe v mpaypatikn eEaptnon wg sub-dependency.

Request-scoped dependency dev pmopei va e€aptatar ano function-scoped child mov Ba exheve
vopltepa eve o parent to xpelddetar oto ko Tou late cleanup. Ot scope constraints ekppalovv
akp1Ppag avtr) TN Xpovikn oxéomn. Av nj ovvBeon Sev emtpénetal, to mpoPAnua eivar oo lifecycle design
Ka1 oyl o€ evoyAntiko framework restriction.

Transaction OTO yic14;

Mropeig va kavelg automatic commit petd 1o yield, aAAd tOte 0 endpoint £xel 6N emotpeyet result
Kal to commit prtopel va amotuyel apyotepa. Ze function scope Ba amrotuyel TPy OTAAEL TO response,
ouwg to control flow mapapévetl kpueo. I'a onuavtika writes tpotipnoe to use case va kavel explicit
commit kat va emotpéPel outcome povo peta v emrvyia. To dependency katéyet rollback oe
exception kau close, 01 business transaction policy.

Emiong unv Badeig external provider call oto cleanup. To cleanup nipénet va eivar bounded kat
a&omoto. Durable work mnyaivet oe transaction, outbox 1 queue. To tehog evog HTTP request Sev
elvat job runner.

Cache key ka1 mutable values

H per-request cache emtavaypnoipostoiel to 1810 object. Av 8o consumers tposomolovy mutable
dependency value, polpadovtat state. Avto eival emmBuunto yia pia session aAAQ emkivéuvo yia generic
dict. Emmotpége immutable principal kot settings. I'ia mutable unit of work, dmoe évav Eekdbapo
owner.

Overrides Eavaytidouv dependent graph yia 1o replacement callable. To cleanup tov fake mpémet va
upeitan 6oa lifecycle properties eAéyyet to test. 'Eva override stov emotpepet amho object Sev
astodeikvouel 0Tt production pool kAeivel.

SOURCE TRACE

210 fastapi/dependencies/utils.py, 10 solve dependencies AUvel child nodes, xpnoipotrolei
dependency cache kai Trepva generator callables 010 kaTAAANAO AsyncExitStack. To request response
010 fastapi/routing.py éxel XwplioTod function stack Tpiv a1mé Tnv ammoaToAn kai request stack yopw amé
0AOKANpoO TO response cycle.

MATIAA
Request-scoped database session miow a1méd apyd stream ptropei va decuevael pia pool connection yia AeTrTd.
Aéxa apyoi clients utropouv va e€avtAfgouv 1o pool xwpig peydho CPU load.

MHXANIZMOZ

To scope €ival Xpoviko contract. AIGAEEE TO atTd To TEAEUTAIO ONuEio OTTOU XpEIAleTal TO resource, Oxl Ao
ouvABeia. Kpdra commit policy explicit.

PROBE

dTiaEe duo nested yield dependencies Tmou kataypd@ouv enter kai exit. Aokipace normal response, endpoint
exception kal streaming response pe WIkpr) kaBuoTépnon ava chunk. ZUykpIve scope="function" Kal
scope="request" Kal assert TNV akpIRr o€IpA o€ KABE TTEPITITWON.

EKAOZH 1.0 - ZEMTEMBPIOX 2026 33



FASTAPI ANO ENDPOINT MEXPI PRODUCTION Exceptions kal otaBep6 error contract

KE®AAAIO 11

Exceptions ka1 otaBepo6 error contract

H exception €ival control flow yéoa oTtov server. To error
response givail public protocol. Avaueod Toug xpeialeral
eAEYXOMEVN HETAPPOON.

log + trace
"] private diagnostics

failure exception handler
validation or domain classify + map

| problem document

stable fields

>xnua 11.1 - Kabe failure Tagivopueitan piv yivel public problem.

To HTTPException oTapatd to endpoint kan petageper status, public detail kat optional headers. Eivan
0w0oTO epyaieio oto HTTP boundary. Aev etvar kaAn exception yia domain package sov prtopet va
xpnopomonOel amo worker 1) CLI. Exel 0pioe outcomes 1) application exceptions xwpig yvwon tov
HTTP.

PYTHON

from dataclasses import dataclass
from uuid import UUID

from fastapi import FastAPI, Request
from fastapi.responses import JSONResponse

app = FastAPI()

@dataclass (frozen=True)

class OrderConflict (Exception) :
order id: UUID
reason: str

@app.exception handler (OrderConflict)
async def order conflict handler (
request: Request,
exc: OrderConflict,
) —> JSONResponse:
request id = getattr(request.state, "request id", None)
return JSONResponse (
status code=409,
content={
"type": "https://api.example.test/problems/order-conflict",
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"title": "Order conflict",
"status": 409,

"code": exc.reason,
"request id": request id,

To handler yvapicet o public taxonomy. H exception kpatd povo ac@aiég reason code kat identity
7oV pitopel va ypnopomnowmn et oe private log. Av to id etvat evaioOnto, dev yperaletar va emotpagel.
To request id fonBa support kat operator va cuvdeoovyv response, log kau trace.

Mia pikpRy error matrix

Tpdwe mptv amtd tov koSika ota outcomes vapyxovv. I'a POST /orders pumopel va eival 201 created,
409 duplicate business reference, 422 malformed input, 401 invalid credentials, 403 forbidden, 503
dependency unavailable kat 500 unexpected bug. I'a kdBe ypapun dpioe retry semantics kat av n)
operation pmopel va eiye 1161 ekteAeotel.

To 503 pe Retry-After elval Xprjolpo Otav n vanpecia EEpel OTL poowpva Sev ptopel va deytel
epyaoia. Aev eival owoTtn xaptoypapnon yia kabe provider timeout. Av to request eiye side effect kot
TO outcome gival AyvwoTo, generic retry propet va Suthaoidoet v mipa&n. Xpewaletar idempotency
protocol 1) status lookup.

Expected kail unexpected failures

Expected rejection, 0mtwg conflict, kataypagetar cuvnBwg xwpig stack trace kat pe metric counter.
Unexpected exception kataypdagetat pia @opa oto boundary pe stack trace, route template kot
correlation context. Mnv tnv kataypayelg o€ repository, use case, middleware kat server Eava. Ta
téooepa i61a stack traces Sev Sivouv 1€00ep1g POPES TTEPLOTOTEPT) TTAN POPOPIAL.

Mn petatpémnelg ke Exception o€ 400. KpUfeig server bugs wg client errors xat ot success/error
metrics pevSovtal. Agnoe unknown failures va yivouv 500 pe generic body. To mpaypatiko diagnostic
pével oe ao@anrn logs ko traces.

Cancellation kot process shutdown eivan emtiong 18waitepa control flows. Mnv mavelg BaseException.
Ye broad cleanup handler, kave povo bounded cleanup kot Eavaorkwoe. To cLOTNUA TIPETEL VA UTTOPEL
va akvpaoet request 1 task ywpig n epapuoyn va cuveyilel kpupd expensive work.

Exception timing

IIpwv otalel response start, handler ptopet va ala&er status kot body. Metd to response start, 0mwg
o€ streaming response, 6ev LTAPYEL KAOAPOG TPOITTOG VA AVTIKATACTIOELS TO 200 LE 500. Mmopeig va
KkAeloelg connection, va ypaweig protocol-specific error event 1) va kataypawyeig failure. I' avto n
£PYQAOLA TTOV HITOPEL VA ATTOTUXEL TIPETTEL, OTIOV YIVETAL, VA OAOKANPOVETAL TPV EEKIVI|OEL TO Sstream.

Background task exception esmiong ovufaivel agov to response £xel Uyel. Aev umopel va evinuepwoet
tov client. Xpe1dletan monitoring kai, av to effect eivat onuavtiko, durable queue pe retry ko dead-
letter policy.
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Headers kai content negotiation

Authentication failure ypeialetal www-Authenticate. Rate limit pmopet va ypeidletal Retry-After
ka1 quota headers cOupwva pe to 61k6 oov contract. Method mismatch kat content-type failures €youvv
O1ka Toug protocol semantics. Kpata éva kowvo problem media type povo av clients to vitootnpidouv.
To va aAa&erg error content type eivan compatibility change.

Exception handlers eivan hierarchical ava exception class. ‘'Opioe specific handlers mpwv okepteig
generic catch-all. 'Eva catch-all 8ev mpémnel va emotpepet exception string. Emiong xpeidletan va
ovvepyaletan pe middleware tov mpooBeter CORS 1) request id, aA\iwg ta errors Stagpepovv amo ta
success responses.

SOURCE TRACE

Ta FastAPI exceptions BpiokovTal 0To fastapi/exceptions.py Kai ol default handlers 010 fastapi/
exception handlers.py. To request handler 1o fastapi/routing.py agryvel endpoint exceptions va
KivnOouv trpog To Starlette exception stack. To request response XpnoIyOTIOIE

wrap app handling exceptions yUpw a1é 1o ASGI app.

MATIAA

Provider timeout dev onuaivel amrapaitnTa 611 0 provider dev ékave To effect. Mnv emaoTpEPeIg aTTAWG «retry»
Xwpig idempotency key A lookup protocol.

MHXANIZMOZ

Ta&ivounaoe failures oe stable application outcomes. O HTTP adapter ta pyetatpérmel g status, headers kai
problem body. Ta unknown bugs Tapapévouv 500.

PROBE

Kave fault injection tpiv 10 write, petd 1o commit, TrpIv T0 response start kai 1o deUTEPO chunk gvog stream.
MNa ka6e onueio katéypawe 11 BAETTE O client, T ypdeTnke durable kai 1010 signal BAéTTel 0 operator. To
Sidypappa autd givail n TTpayPaTIKr error policy cou.
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KE®AAAIO 12

Middleware kai request context

Middleware TuAiyel oAokAnpo ASGI app. Eival cwoTo yia
transport-wide policy, 6xI yia business aToQACEI TTOU
QVAKOUV O€ OUYKEKPINEVO resource.

outer middleware
request id + timing

v

inner middleware
auth context + policy

v

router + dependencies
endpoint execution

v

inner response
headers or exception

v

outer response
final observation

>xAua 12.1 - To request TepVA TTPOG Ta HECQ KAI TO response £TTIOTPEPEI TTPOG TA EEW.

Middleware PA&met request stpv To routing kai response a@ov EMOTPEWEL 0 E0WTEPIKOC handler.
Taipradel oe request ids, timing, CORS, trusted hosts, compression ka1 opiopéva security headers. Aev
TAIPLALEL O€ «O USEr WITOPEL VA AKLPOOEL AUTH TNV apayyehia», eneldn avtr) 1 amopaon xpeiadetal
domain state.

PYTHON

from time import perf counter
from uuid import uuid4

from fastapi import FastAPI, Request, Response

app = FastAPI ()

@app.middleware ("http")
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async def request context(
request: Request,
call next,
) —-> Response:
incoming = request.headers.get ("X-Request-ID")
request id = incoming if incoming and len (incoming) <= 80 else str (uuid4())
request.state.request id = request id
started = perf counter ()

try:
response = await call next (request)
finally: -
elapsed ms = (perf counter() - started) * 1000
request.state.elapsed ms = elapsed ms
response.headers["X-Request-ID"] = request id

return response

Y& TPAYUATIKO CLOTNUA, UNV EQITIOTEVETAL 07t01001T0Te incoming id. BdAe grammar kat length bound
n Snuovpynoe 81kod cov id kot kpata to upstream value Eexwprotad. AMwg attacker pmmopei va
nipokaieoet log injection 1) va evoet doyeta traces.

To mapaderypa amoOnkevel context 0T0 request . state, APA N TIUN AVIKEL 0TO request object. a
libraries stov 8ev Aaupdavovy request, Eva ContextVar PITOPEL va petagepel correlation context peoa
oTo 1610 async task. Xpeiadetan mavta reset token 0to finally, emeldn worker threads kai copied
contexts £youv S1POPETIKT) CLUTEPLPOPA.

H ccipa gival behavior

Av middleware A tuAiyet B, tote 1) request mAevpa Tpéyxel A kat petd B, evmd 1) response mAevpa
emotpé@et B xat petd A. "Eva exception prtopel va handled oe eowtepiko 1) e€wtepiko layer. CORS
headers, access log status kot security headers mpémnet va vtapyouvv kat og error responses. Mnv
QUTOLLVILOVEDELG LOVO TN OE1pA TV add_middleware calls. Tpdupe probe mov kataypa@et Tpayuatiki
eloobo ka1 €€060 peta anmo kabe framework upgrade.

H epappoyn éxet emiong built-in server error kot exception handling layers. 'Otav xpnowosmoteig
app.add middleware, 1] B€on Tov user middleware kaBopidetar amod to Starlette stack. Av TuAigerg
0AOKAN po 1o FastAPI object pe e€wtepikdo ASGI middleware, autd yivetanl paypatika outermost aAAG
umopel va aAAagel to import target. Tekunpiwoe to teAdiko graph.

BaseHTTPMiddleware ka1 pure ASGI

To @app.middleware ("http") eival foAikod request-response interface. I'a Aemtod eleyyo streaming,
ASGI messages 1) context propagation, éva pure ASGI middleware eivat o akpifég. Aéxetal scope,
receive, send, 8)\5':\()(81 scope ["type"] KAl TU)\iYSl TO send YA VA JTAPATN) pﬁO'SI response start.

Mnv Swafaderg ohoxinpo request body oe generic logging middleware. Katavaiwvel memory, pmopet
va ennpeaoet streaming katl kataypaget secrets. Av ypeialetar audit payload yia ovykekpiuévo
command, kave safe projection petd to validation oto application boundary.

To 1610 y1a response body: compression 1) body rewrite smpémnet va yeipiletar moAhamAd ASGI body
events kal more_body. 'Eva implementation mov voBetet éva povadiko chunk 6a ondoet streams.
Iportiunoe Soxipaopévo Starlette middleware yia standard behavior.
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Timing 1TOU £X€1 VONUO

To middleware timing petpd ovvBwg uEYPL va emoTpeyel response object 1 uéypt va oAokAnpwOei n
call next, ava implementation. I'ia streaming, to ouvoAikd send duration pmopel va givan ToAD
peyahvtepo. Xperleoa EExwploTeG Hetproelg: time to response start, total stream duration kau bytes
sent. Mn ovykpivelg avopola metrics oav £va latency histogram.

Xpnoposmoinoe route template wg low-cardinality label, 6yt raw path pe UUID. To route pmopei va unv
£yelyiver match otav tpéyet outer middleware. ZvAMoyr) metadata petd to inner app 1 ASGI scope
inspection mpémel va yepiletal 404.

SOURCE TRACE

To decorator middleware ("http") OTO fastapi/applications.py TTPooBETel Starlette
BaseHTTPMiddleware. To idio apyeio xTiCel To stack yUpw a1od Tov router kai Toug exception handlers. Ta
request kal response objects Tou xpnoipotrolei To FastAPI e€dyovtal améd 1o Starlette.

MATIAA

Generic body logging middleware ptropei va avTiypdwel passwords, tokens kol TTpOOWTTIKG dedopéva ae TTOAU
NiyoTepo TTpooTaTEUPEVO Storage atrd Tnv KUplia Bdon.

MHXANIZMOZ

Middleware katéxel cross-cutting transport behavior. Request state cival request-local. Domain authorization
ka1 workflows pévouv €€w atmé 1o middleware.

PROBE

PdTiage Tpia middleware Trou ypd@ouv enter Kal exit. Aokiyaoe success, handled HTTP exception,
unexpected exception kai streaming response. Assert o€ipd, headers kai timing points. ETravéAafe pe pure
ASGI outer wrapper woTe va deig Trola failures Tapatnpei To kK&Oe layer.

EKAOZH 1.0 - ZEMTEMBPIOX 2026 39



FASTAPI A0 ENDPOINT MEXPI PRODUCTION OpenAPI wg deployed contract

KE®AAAIO 13

OpenAPIl wg deployed contract

To OpenAPI gival TTpoidv Tou build TTou KaTavaAwvouv
avOpwTrol Kal epyaAgia. Av dev 10 Kavelg diff, utropei va
AAANGEEl XWPIC KAVEIC VA TO TTIPOCELEI.

routes + models OpenAPI generator schema artifact R clients + tests + docs
source declarations components + operations versioned contract independent consumers

>xnua 13.1 - Routes kar models yivovrai versioned schema artifact.

To FastAPI mapdyet OpenAPI 3.1.0 ano default otnv eékdoon avagpopag. Tuvévadel routes, parameters,
request bodies, response models, security schemes ka1t metadata. To /docs Kat /redoc gival views
ave og avto to schema. SDK generators, contract tests kau API gateways pmopet emiong va to
KATAVOA®VOUV.

Awoe g1o app mpaypatiko title, API version, summary kat description. Awoe o€ kd0e operation
OUYKEKPIUEVO summary, tags kat responses. To Python docstring pmopet va tpogodotnoet description,
QA LNV APTIVELG EOMTEPIKES OMLEIWOELS va Yivouv public documentation.

PYTHON

from fastapi import FastAPI
from pydantic import BaseModel

class OrderView (BaseModel) :
id: str
state: str

def operation id(route) -> str:
method = sorted(route.methods or {"get"}) [0].lower ()
return f"{route.name} {method}"

app = FastAPI (
title="Orders API",
version="2026-09",
generate unique id function=operation id,

Qapp.get (

"/orders/{order id}",

response model=OrderView,

summary="Read one order",

responses={404: {"description": "Order not found"}},
)
async def get order (order id: str) -> OrderView:

return OrderView (id=order id, state="pending")
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Operation id eivanl ouxva method name oe generated client. Av aA\a&et enedn) petovoudotnke local
function, o1 consumers PAémovv source-level breaking change akoun k1 av to HTTP path £uewve i610.
Xpnowomoinoe deterministic kat unique convention. To a6 example BeAel emumAéov duplicate check
av dvo routes £yovv 1610 name kat method.

Schema generation kai cache

To app.openapi () Snuiovpyei schema lazily kot to amoBnkevel 010 app . openapi schema. XT0 0.141.1
n cache ouvSéeTal kau e router version mote va avavemvetal otav aradovy routes. ITap’ oAa avtd,
dynamic route registration petd to startup eivat Sokolo operational model. Kpata composition
deterministic kou tapryyaye artifact oto build.

IMa custom schema, @OAae to original generator 1 kGAeoe get openapi, pocOeoce deterministic
extensions kat cache to amotéAecua. Mnv kaveig network I/O péoa 0to /openapi . json.
Documentation endpoint stpémet va eivar Onvo kat va unv e€aptatal ano provider.

Contract diff, 6x1 atrAé JSON diff

Ta JSON object keys pmtopet va alMa&ovv oeipa xwpig onuaocia. 'Eva semantic diff tpémer va
avayvwpilel apaipeon path, véo required field, otevotepo enum, adlayuévo type 1) status response wg
mBavo breaking change. [IpooOrkn optional field eivar cuvBwg backward-compatible yia tolerant
clients, aAAa generated clients kau strict decoders ptopet va £xovv AAAN stoArTikr).

Kpata canonical openapi . json 010 release artifact. Zto CI oUykpive 1o pe v tehevtaia deployed
£x8oon. To review mpémet va Seiyvel mola consumer behavior aAAadet, oyt amAmg xadeg regenerated

YPAppEG.

Documentation kai TrpayaTikéTnTA

To responses={. ..} Tekunpiwvel mbavo response. Aev eykabiota handler kot Sev eyyvatan body
shape. Av 0Aeg o1 errors stiepvoUv asto kowvo problem model, 61Awoé to. Metd ypawye integration tests
710V TTpokaioVV kaBe error. To 1810 10yvel yia security scopes: To OpenAPI lock icon Sev amodekviel
authorization.

Direct Response, custom serialization kot middleware psopovv va aAAd€ouv to wire amotéAeoua Xwpig
to schema va 1o &Epet. TNa critical operations kpata golden HTTP examples 1} consumer-driven
contracts padi pe to OpenAPI.

API version kai application version

To app.version elval metadata, Oy routing strategy. Semantic package version, deployment revision
ka1 public API version givan Siapopetika mpaypata. Mmopeig va kavelg deka deploys xwpig va
aM&&erg public contract. Mmopeig emiong va tpéxelg /v1 kal /v2 oto id10 binary pe Stapopetika DTOs.

Versioning Sev Oepasevel kako migration design. ITpotiunoe additive aAlayég, deprecation signals kat
measured consumer usage. Néa major version xpeladetan owner, sunset policy kat OuykekpiuEvo
ox&S10 yia maiovg clients.
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SOURCE TRACE

H FastAPI.openapi OTO fastapi/applications.py KOAei get openapi amo fastapi/openapi/
utils.py Kal amoBnkevel schema padi pe router version. Ta OpenAPI Pydantic models BpiokovTtal o1o
fastapi/openapi/models.py. H default OpenAPI version Tou app €ivai 3.1.0.

NATIAA
To schema ptropéei va gival cwaoTo Kai o runtime handler va emoTpépel GAAo body, E18IKG GTav XPNOIUOTTOIET
direct Response. Xpeidlovtal executable contract tests.

MHXANIZMOZ

Mapnyaye, amodrikeuoe kai kave semantic diff to OpenAPI o€ kB¢ release. Kpdra stable operation ids kai
ouvdeoe dnNAwEVa responses Je TTpaypaTiké tests.

PROBE

ATT0BrKeUOE TO app . openapi () wg canonical JSON. Kave pia aAAayr) kdBe opd: TTpéoBeoe optional field,
kave field required, agaipece enum value ka1 dAAage operation name. Aeg 11 mdvel To atrAS diff kKl ypdwe
policy Tou Tagivopuei Tn cupBaTdTnTa KABE aAAAyYNAG.
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KE®AAAIO 14

Settings kail secrets boundary

Configuration €ivail untrusted input Tou process. AIGBac€ TNV

Mia @opd, ETTKUPWOE TNV KAl TTEPACE TNV PNTA OTA resources

TTOU TN Xpeladovral.
S 1
| environment Settings model ,| lifespan resources dependencies
| untrusted strings | parse + validate once clients + pools explicit access

N

2xnua 14.1 - Environment strings yivovtai validated settings kai runtime resources.

Environment variables eivau strings pe acagég provenance. 'Eva typo oe database URL, timeout 1
environment name srpEMEL va ATOTUXEL 0TO startup, Oyt 0To TPWTOo request Tpeig mpeg apyotepa. To

pydant

ic-settings Staywpiletal amod to core Pydantic package kat 6ivel typed BaseSettings.

PYTHON

from functools import lru cache
from typing import Literal

from pydantic import Field, SecretStr
from pydantic settings import BaseSettings, SettingsConfigDict

class Settings (BaseSettings) :
model config = SettingsConfigDict (
env prefix="ORDERS ",
env_file=None, -

extra="ignore",

)

environment: Literal["development", "test", "production"]
database url: SecretStr

provider timeout seconds: float = Field(gt=0, 1le=30)
max_page size: int = Field(ge=1, 1e=500)

@lru_cache
def load settings() -> Settings:
return Settings()

To secretstr pewwvel accidental display otn representation. Aev kpuTOypaPEel TN KVTIUN Kl OTT010¢

Settings kai secrets boundary

KaAEoel get secret value () maipvel 1o secret. Kave unwrap povo otav Snuovpyeig to client stov to

xperetan. Mnv mepaoeig ohokAnpo Settings object oe kaBe component, yiati tote kBe component

QToKTA TTPOoaot oe OAa Ta secrets.
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Cache kai test isolation

To 1ru_cache elvan kowo pattern mote ta settings va Stafactovv pia popd ava process. e tests
npemel va kabapidetar 1), kaAUtepa, 1) application factory va §€yetatl €Tolpo settings. AAayn
environment variable petd v mpwtn kAnon ev aladet cached object. Avto eivan feature oto
production kot mayiba oe test suite xwpig isolation.

Settings object kaAo eivan va avtipetomietarl wg immutable snapshot. Runtime feature flags mov
aralovv ywpig deploy dev etvan environment settings. Eivan external state pe caching, failure policy
kat audit. Mnv ta avapetyvoeig.

env KO production

To .env givar aveto oe local development, aAha Sev mpémer va yivel kpuen mnyn production truth 1) va
pgtel oo repository e credentials. AAwoe env_file pOvo oV Tk composition policy av to
xpeladeoat. Ze production ypnoipomoinoe 1o secret injection mechanism tng mAat@opuag kat
TEPLOPIOUEVA permissions.

Mn Badeig insecure production defaults yia critical values. Av Aeinet signing key 1) database URL, to
startup mpémnel va asmotvyel. Defaults eivatl katdAnAa yia pn evaiodnteg bounded emhoyeg 6mwg page
size. Axoun ki ekel, to default tpémel va eivan aopaiég yia production load.

Derived configuration

Mnv enavabdmoloyilelg connection limits kat timeout budgets oe ka0 request. Metétpeye
configuration oe ovykekpiuéva client options katda to lifespan. Kpata validation yia ox£oeig: provider
timeout pikpotepo amo request deadline, database pool oyt peyaAitepo aso to guvolikd budget tov
deployment kat allowed origins ywpig wildecard otav ypnoiposmototvtat credentials.

Mepkoli kavoveg xperadovtar model validator. AAot e€aptmvrat amd deployment topology kot
eléyyovtal oto release pipeline. To Pydantic Sev yvwpidel mooovug workers Ba Eexiviioet to
orchestrator.

Rotation xwpig ékBeon

Secret rotation pmopet va astartel restart 1 client refresh. AnAwoe mo1o a6 ta 6vo vtoompidetat. Ia
signing keys, ouyva xpetaletan set ano active key ids wote mald tokens va emaAnBevovrat yia pikpo
overlap. I'ia database password, rotation mp€smel va ouvtovioTel pe connections o IapaAREVOUV
QAVOTYTEG.

Ye logs ypawe configuration fingerprint 1 safe fields, moté raw secrets. Redaction povo mavw oe key
names dev apkel, ene1dn token pmopel va Ppebet oe generic value 1) URL. H ao@aléotepn emhoyr)
etvan allowlist twv fields mov emtpenetan va kataypagovv.

SOURCE TRACE

To FastAPI dev katéxel configuration loader. H emmionun kateuBuvon xpnoiPoTroiei 1o EexwpIoTé pydantic—
settings. To dependency system ptropei va mpoo®Epel settings, evw 10 11 fespan TOU FastAPT €ival TO
kKat@dAAnAo composition point yia resources Tmou KataokeualovTal ammé auTd.

MATIAA

To SecretsStr mpooTaTelel Kupiwg atrd accidental repr. Aev kdvel ac@aAég Eva dump, €va explicit unwrap i
é€va request log ou Trepiéxel To credential.
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MHXANIZEMOZ
Parse configuration pia @opd, fail fast ka1 dwaoe o€ kGBe adapter yévo TiIg pubuioeig TTou xpelddeTal. Secrets
O¢v gival yevikd application context.

PROBE
=exiva app pe missing secret, invalid timeout kai dyvwaoTo environment. Assert startup failure Tpiv a1mo
readiness. Z¢ test GAAage env petd 10 TPWTO load Kal TTapaTAPnoE TNV cache. TéAog, adpwae captured logs kai
exception strings yia yvwoTr) canary secret value.
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KE®AAAIO 15

Authentication, passwords kai tokens

Authentication petatpétrel credential o€ verified principal. To
FastAPI utropei va e€ayayel 1o token kal va TEKUNPIWOEI TO
scheme. H Tpayuartiki eTTaABeuon TTapapével Ok oou
security boundary.

(- - - - - - == \ \ [

| credentials 1 , verify N principal endpoint
| password or token | issuer + signature + claims stable identity uses principal

>xnua 15.1 - Credential, verification kai principal eivail EexwpioTd BAuaTa.

To oAuth2PasswordBearer Stafadel Bearer token asto to Authorization header, emotpégpet 401 otav
Aeimer kan tpooBéter OAuth2 security scheme oto OpenAPI. Aev emaAnBevel JWT signature, issuer,
audience 1 expiry. To 6voud Tov dev onuaivel 0t odokAn pwoeg OAuth2 server.

PYTHON

from dataclasses import dataclass
from typing import Annotated

from fastapi import Depends, FastAPI, HTTPException, status
from fastapi.security import OAuth2PasswordBearer

app = FastAPI ()
bearer = OAuth2PasswordBearer (tokenUrl="/auth/token")

@dataclass (frozen=True)
class Principal:

subject: str

roles: frozenset[str]

def decode and verify(token: str) -> Principal:
# Delegate cryptography to a reviewed library and fixed algorithm policy.
if token != "verified-demo-token":
raise ValueError ("invalid token")
return Principal (subject="user-123", roles=frozenset ({"member"}))

async def current principal (
token: Annotated[str, Depends (bearer)],
) —> Principal:
try:
return decode and verify (token)
except ValueError:
raise HTTPException (
status code=status.HTTP 401 UNAUTHORIZED,
detail="invalid credentials",
headers={"WWW-Authenticate": "Bearer"},
) from None
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Y& payuatikn vAosoinor, o decoder emtpémnel ovykekpiuévovug algorithms kat eAéyyet signature, iss,
aud, exp, nbf kat Osmtowa claims amartel to protocol. Mnyv emAéyeig algorithm asmo un etainBevuévo
header ywpig allowlist. Mn ypnoipomoteic to token payload stptv oAokAnpwBei 1 signature verification.

JWT civail signed container, 6x1 session strategy

"Eva ovvnOiopévo JWT eivan readable amo dmolov 1o £xel. Mnyv Baderg secrets 1) evaioOnta profile data.
Kpata pkpo lifetime, stable subject kat eAdyioteg claims. Meyao token otéAvetal oe kaBe request kot
umopel va kataAn&el oe proxy limits 1) logs.

Stateless verification dev onuaivel undeviko state. Xperaleoat key rotation, issuer configuration, clock
policy kat ammo@aon avakAnong. Av mpémnel va kowelg apeoa pocfao, short-lived access token padi
e server-side account state 1} revocation version eivat ouvnBiopévn Avor. KaBe online lookup avéavel
latency kau availability coupling, dpa ypeldetan cache xau fail policy.

Key id BonBa emhoyn) verification key. Unknown id Sev mpémet va mpokadei unbounded refresh ano
remote key endpoint oe ka0e malicious request. Kave bounded caching, refresh coalescing xau stale-
key policy.

Password login

Password 6ev ammoBnkevetan mote plaintext 1y pe ypriyopo general-purpose hash. Xpnowomoinoe
ovyypovn password hashing library pe memory-hard algorithm ka1 pvBuioeig mov petpnOnkav oto
61k0 oov hardware. AmoBrixevoe encoded hash sov mephappavet algorithm kat parameters wote va
umopeig va kavelg rehash petd amd emtuynuévo login.

To login error mpémet va eivan generic yia unknown user kot wrong password. AlapopeTIKA KAVELG
account enumeration. ITap’ 0Aa avtd, timing kot rate behavior mpémet emiong va unv amokaAbtovy
gvkoAa TNV Vap&n account. BaAe rate limits ava toAMastAég Siaotdoelg, monitoring kAt ao@AAEG
recovery flow. Mnv kAeildmvelg povipa account ene1dr| attacker pmopel va mpokaiéoet denial of service.

Bearer token 1} cookie

Authorization header taipialel oe API clients. Browser epappoyn pmopet va xpnoiuosole secure
HttpOnly cookie wote JavaScript va unv diapadet token, ad\d tote xperaletan CSRF design. samesSite,
origin checks ka1 anti-CSRF token efaptmvtal amod ) por kot ta cross-site requirements.

Token o€ 1ocalStorage gival mpoofaoipo oe injected JavaScript. Cookie Sev Bepameter XSS, ala
nieplopiet direct token theft otav eivar HttpOnly. Aidhe€e pe threat model kan 01 amo framework
tutorial.

Principal wg ecwTepiko contract

Meta v enainBevon, tépace immutable principal pe subject, tenant ko trusted claims. Mnv stepvag
raw token oe repositories. Mnv Bewpeig display email poviun identity. To domain ypnoposmorei stable
internal id ka1 kavet authorization mavw oe TpEyov resource state.

Authentication failure kataypagetar xwpig token. Xprowa safe signals eivat reason category, issuer
class, route template ka1 request id. Mnv Badeig user controlled subject oe metric label pe anmepioplot
cardinality.
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SOURCE TRACE

Ta security dependencies BpiokovTtal 0To fastapi/security/. H OAuth2PasswordBearer. call
oTo fastapi/security/oauth2.py €&dyel T0 Bearer token a1mo 10 request kai xeipiCetal absence. Ta
OpenAPI security models meprypa@ovtal oTo idio module kal 010 fastapi/openapi/models.py. H
cryptographic verification dev uAoTroigital até 1o extractor.

MATIAA

H atmokwdikotroinon JWT xwpig signature verification mapdyel attacker-controlled claims. «Mtopw va
d1aBdaow 1o payload» dev onuaivel «EEPwW TTOI0G TO UTTEYPAWEY.

MHXANIZMOZ

Credential extraction, cryptographic verification, principal construction kai authorization eivai Tf€écoepa
O1a@OPETIKA BrpaTa. Kave kabéva explicit.

PROBE

Aokipaoe missing header, A\dBog scheme, bad signature, expired token, wrong issuer, wrong audience kai
unknown key id. Assert idio safe 401 envelope 61mou dev TTPETTEl Va SlapPeUTEl AETITOUEPEIR, TWOTO WWW—
Authenticate Kal unOEVIKN KaTaypa®n Tou raw token.
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KE®AAAIO 16

Authorization ka1 object ownership
Authentication atravTd 1ro10¢ €ival o caller. Authorization
atro@aaiel av autodg o principal uTropei va Kavel autn Tnv
TTPAEN TTAVW O€ QUTO TO OUYKEKPIPEVO state.

resource action principal
which object what who

— — — — —

I
policy decision |
allow or deny I

2xnua 16.1 - Principal, action kai resource odnyouv o€ policy decision.

'Eva role oto token eivan input tng authorization amog@aong, 01 n ao@aon 1) i61a. To admin pmopel va
elvau stale, va 1oyvel povo oe tenant 1) va emtpenel avayvwon ara oyt refund. Kabapioe  yhwooa
oov: principal, action, resource, context kot decision.

Ia object-level authorization, poptwoe resource kan EAey&e ownership 1 policy oto i610 application
workflow. Av route dependency eAeyyel pOvVo generic scope Kat T repository apyotepa (popTmvel
omolodnmorte id, £xelg kAaowko insecure direct object reference.

PYTHON

from dataclasses import dataclass
from typing import Protocol

@dataclass (frozen=True)

class Principal:
user id: str
tenant id: str
permissions: frozenset|[str]

@dataclass (frozen=True)
class Order:
id: str
tenant id: str
owner id: str
state: str
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class Orders (Protocol) :
async def get (self, order id: str) -> Order | None:

class Forbidden (Exception) :
pass

async def cancel order (
principal: Principal,
order id: str,
orders: Orders,

) —> Order:
order = await orders.get (order id)
if order is None or order.tenant id != principal.tenant id:
raise Forbidden ()
owns order = order.owner id == principal.user id

if not owns_order and "orders:cancel:any" not in principal.permissions:
raise Forbidden ()

if order.state != "pending":
raise ValueError ("order not cancellable")

return order - -

To example Eexwpidetl permission astd domain transition. O principal ipémnet va €xel tpocfacn oto
order kot 1o order mpémet va eivan oe cancellable state. To éva Sev avtikablotd to dAo. Xe Tpaypatiko
write, o é\eyyog state kat to update stpémet va yivovv atomically 1) pe optimistic version.

403 1 404;

To 403 6NA®VEL OTL I} TALTOTNTA EYIVE KATAVOTTI AAAA 1) TTpagn amtayopevetal. e multi-tenant n
private resources, 1 i61a n Uap&n pmopel va eivan sensitive. Tote unknown id ko foreign-tenant id
ovyva emoTpEPovy 1610 404 envelope kat tapopoto timing. H soArtikn sipémet va eival ovvenng, oxt
SlagopeTikn ava route.

Mnyv epapuolelg avtn v atokpuyn pnovo oto response body. Altagopég oe timing, cache headers 1)
error detail pmopotv va amokadypouv existence. Aev xpelddetar téAewa constant-time database
OLUTIEPLPOPA, AMA aTtoPLYe TTpopaveg branch 6mov to foreign resource kavel akpipr) Sevtepn query
Kal To missing oyt

Scopes, roles kal permissions

OAuth scopes eivau strings sov meprypagovv delegated capability kat epgpaviovrat oto OpenAPI. To
Security dependency ptopel va nepdoet required scopes oe verifier peéow securityscopes. Autd
elvat xpnowo oto transport boundary. IT&\, scope orders:write dev amodeikviel ownership
OUYKEKPIUEVOD order.

Roles eivar bundles tov adalovv evkoldtepa server-side. Permissions eivat 7o Aemteg capabilities.
Attributes 6mwg tenant, region, account state kot resource owner odnyouvv oe attribute-based policy.
Mnyv Badeig ohoxAnpn policy o€ token stov {el pia mpa av mpémel va aladetl dueoa.

Kpata authorization API Betiko kat pikpo: can_cancel (principal, order) T policy object pe explicit
action. Generic expression engine aidel HOVO OTAV LTTAPYEL TPAYLATIKT avaykn, tooling kat audit.
AlAPOPETIKA KAVEL ATTAEG ATTOPACELS AOPATEC.
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Lists ka1 bulk operations

Ye list endpoint 8ev poptwvelg OAa Ta rows kat petd giatpapeig oe Python. To repository query spémet
va evoopat®vel tenant kau visibility constraints, mote unauthorized data va un fyel mote€ amno
database boundary. Count, pagination kat search spésnet va xpnoiposolovv to i61o filter, aAhimg
metadata Siappeel kpuA resources.

Bulk command ypeidetat authorization ava item 1 query mov meplopidet atomic update ota allowed
rows. Av &yeoau partial success, To response protocol mpésmet va Setyvel outcome ava item ywpig va
astokaivmtel forbidden identities. Av amauteig all-or-nothing, éAey&e 0Aa peoa oe transaction spv amo
mutation.

TOCTOU ka1 consistent decision

Av eléyEeig permission, kAeiloelg transaction Kat HETA YPAWELG LIE VEA SESSion, TO resource 1
membership pmopel va aAAd&er evdiapeoa. BaAe authorization read kot protected transition oto 610
isolation boundary 1 xpnowosnoinoe expected version. Database constraints ptopovv va
npootatevoovy tenant foreign keys kau state transitions mov ekgppadovrat Sopka.

Katéypawe security-relevant decisions pe actor, action, target type, outcome kau policy version, oyt
raw token. Audit log mpémel va £xer access controls kau retention. Aev eival debug dump.

SOURCE TRACE

To Security 010 fastapi/param functions.py £mekTeivel To dependency metadata pe scopes. H
SecurityScopes 0OTo fastapi/security/oauth2.py &ivel Ta required scopes oTo verifier. To FastAPI
KOTAOKEUACEI Kal TEKUNPIWVEN auTdv Tov graph, aAAd n object-level policy avrikel otnv epapuoyn.

NMATIAA
Filter yetd 10 query ptropei va £xel AdN diappeuoel counts, timing ) data o€ logs kai caches. To tenant
boundary mpémrel va ptrel oty idia TV data access operation.

MHXANIZEMOZ
H 1TAfpng amégaon eival principal + action + current resource + context.Generic scope aT0
route €ival pévo £va até Ta inputs.

PROBE

MNa k&Be protected operation dokiyace owner, GA\ov user aTov idio tenant, idlo user o dAAo tenant, privileged
role, suspended account kai resource TTou aAAdCel version avaueca o€ read kai write. Assert response,
durable state kai audit event xwpig existence leak.
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KE®AAAIO 17

SQLAIchemy sessions Kal transactions

Session gival unit of work, ox1 global database handle. KaBe
business command xpeIdleTal Evav owner TTou aTToQaaiel
TTOTE yiveTal commit Kai 11 €ival atomic.

request session > use case . commit . response
validated command one owner read + decide + write durable invariant after outcome

>xnua 17.1 - Validated command, session, use case kai commit oxnuaTtifouv éva boundary.

To FastAPI dev emBaiet ORM. Me SQLAlchemy 2.0, éva Engine kat To connection pool eivat long-
lived process resources. Mia Session 1) AsyncSession gival Bpayvfia povada epyaciag kat Sev
polpadetan avapeoa oe concurrent requests 1) tasks. To dependency propel va katéyerl creation kat
close. To use case katéyel tnv transaction policy.

PYTHON

from collections.abc import Asynclterator
from typing import Annotated

from fastapi import Depends

from sglalchemy.ext.asyncio import (
AsyncSession,
async_sessionmaker,
create_async_engine,

)

engine = create async_engine(
"postgresgl+tasyncpg://appdb/orders",
pool size=10,
max overflow=0,
pool pre ping=True,

)

SessionFactory = async sessionmaker (engine, expire on commit=False)

async def session dependency () -> Asynclterator[AsyncSession]:
async with SessionFactory() as session:
yield session

DbSession = Annotated]
AsyncSession,
Depends (session_dependency, scope="function"),

To URL eivan placeholder, oyt secret-management recommendation. Xe application factory to engine
avotiyel oto lifespan amo validated settings kat kvel await engine.dispose () 0To shutdown. H
module-level poppn Seiyverl povo tig oxeoelg v objects.
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Explicit transaction

Ia write use case, kave transaction boundary opato:

PYTHON

from sglalchemy.ext.asyncio import AsyncSession

async def place order (command, session: AsyncSession):
async with session.begin () :
customer = await load customer (session, command.customer id)
order = build order (customer, command.lines)
session.add (order)
session.add (outbox event for (order))
return order.to view()

To context kavel commit oty emtuyr) €080 kau rollback oe exception. Business row kat outbox event
ypagovtat atomically. To returned view @Tidyvetar 600 Ta amtapaitnta attributes eivar Stabeowa. Av
To commit pmopel va mapayet generated values, kave flush 1) refresh oto xatd\Anio onpeio mpv to
projection.

Automatic commit otov kwSika petd to dependency yield kpOBet pia kpiown failure. H endpoint
function propei va £xel «emotpeyel» success result sptv asotvyel constraint oto commit. Function
SCOpe EMITPETEL AKOUTN VA HETATPATIEL O€ error mptv To send, aAAa to workflow mapauével Shokoho va
Slafaotel. To explicit commit Seiyvel mote vapyet durable success.

Constraints gival TeAeuTtaiog arbiter

To if not exists: insert €xelrace. Ao requests pmopovv va diafacovv absence kat va ypaypovv
padi. Unique constraint sipootatevet 1o invariant. H epapuoyn peta@pddet m ovykekpuévn integrity
violation oe conflict. Mnv petagppadeig kdBe IntegrityError oe duplicate, enteldr| pmopet va eivat
foreign key bug 1) A\aBog schema.

Ia optimistic concurrency BdaAe version column kot atomic update pe WHERE id = :id AND version
= :expected. Zero affected rows onuaivet missing 1 stale kat iowg yperaletar Sevtepo bounded read
yia owotn xaptoypagnon. Row lock eivan epyaleio otav 1 transaction kpatiEétat ovvroun. IToté unv
kpatag lock eve mepipéverg external HTTP provider.

Async dgv onuaivel parallel session

H AsyncSession 8ev eival ao@aing yia tavtdoypovn xpnon atod moAd tasks. Av Eexivnoeig task group
kat Smoelg tnv 161 session og OA, o1 operations kau to transaction state cuykpovovtal. Kpdta
sequential unit of work 1 Swoe aveEaptntn session kat transaction oe ka0e mpaypaTikd aveEaptntn
epyaoia.

Async driver emtpénel oto event loop va e€umnpetel dMa requests 0oo mepipevel network I/0. H
database opwg €xet finite connections, locks kat CPU. Pool size ava worker moAamAaoiadetal pe
worker count. Téooepig workers emi §¢ka connections eivan capavta mbaveg connections, pv amd
jobs kot migrations.
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Query shape kai serialization

Mnv a@rjveig response serialization va avakaivwet relationships. AnAwoe eager loading 1) projection
yla ovykekpuevo endpoint. Metpa query count oe tests. Pagination query, count query kot returned
ordering mpémel va xpnotpostoovy idio visibility filter.

Statement timeout mpootatevel amd runaway query. Request timeout povo tov pmopel va akvpmaoet
coroutine evo 1 database ouveyilel SovAeia ava driver. PUBuioe timeouts oe kaOe layer kot
enmainOevoe cancellation behavior.

Migrations eivau release concern. Mnv kaleig create all oto web startup oe production. Me moAovg
workers vrtapyet race kau pe rolling release maha kat veéa €k8oom PETEL va GLVLITAPYOLV LE TO 1810
schema.

SOURCE TRACE

To FastAPI mapéxel lifecycle péow yield dependencies kai dev yvwpilel SQLAIchemy transaction semantics.
270 fastapi/routing.py Ta function-scoped resources kAgivouv TTpIv 0TOAEI T response. Engine, session
factory, isolation kar commit behavior aviikouv atn SQLAIchemy 2.0 API kai oTnv epapuoyn.

MATIAA

Mia global AsyncSession pmopei va diappeuoel identity map kai transaction state avaueca o€ users. Shared
gival To engine kai pool, 6x1 n session.

MHXANIZMOZ

‘Eva command éxel pia explicit transaction. H database constraint mpooTateUei 1o invariant 6tav d0o requests
aywvioTtoUv. External effects Byaivouv péow outbox, éx1 péoa ae avoixtéd lock.

PROBE

>1eile uo concurrent creates pe idi1o business key kai assert pia row kai éva 409. NpokdAeoe exception peta
TO TIPWTO insert kai assert rollback. Métpa total connections pe ToAAoUG workers kai emiBeRaiwae 611 TO
deployment budget dev emmepvd To database limit.
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KE®AAAIO 18

Use cases, repositories kail adapters

To FastAPI cival évag adapter eic6dou. To application core
TIPETTEI VA PTTOPEI Va eKTEAEDEI TO D10 workflow attéd HTTP, job

N test xwpic fake Request.
[ ports ]
repository + clock DB + provider

HTTP adapter > use case
parse + present workflow + policy

>xnAua 18.1 - HTTP adapter, use case, domain, ports kai infrastructure adapters.

domain
invariants

Thin route Sev onuaivel 0T OAN N AOY1KT) HeTAPEPONKE O service.py e 2.000 YPAUUEG. ZNUAIVEL OTL
kaBe layer £xel amdpaon mov kateyel. To route katéxet HTTP mapping. To use case katexet workflow
kat transaction. To domain katéyel invariants. To repository katéyel persistence semantics. O provider
adapter katéyel external protocol, timeouts kat response parsing.

Ta Python Protocol Sivovv pikpd ports xwpig framework. Aev yperaletau abstract base class yia ka0e
dependency.

PYTHON

from dataclasses import dataclass
from datetime import datetime
from typing import Protocol

@dataclass (frozen=True)

class CreateOrder:
customer id: str
reference: str

@dataclass (frozen=True)

class CreatedOrder:
order id: str
created at: datetime

class OrderRepository (Protocol) :
async def create once(
self,
command: CreateOrder,
now: datetime,
) —> CreatedOrder:

class Clock (Protocol):
def now(self) -> datetime:

async def create order (
command: CreateOrder,
orders: OrderRepository,
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clock: Clock,
) —> CreatedOrder:
return await orders.create once (command, clock.now())

To create once givan purpose-specific port. "Eva generic repository pe find, save, delete ouxva
Slappéet ORM semantics kat avaykdadel To use case va VAo oet race-prone read-then-write. To
ovykekpipevo method pmopel va vrtooyetan unique constraint, transaction kol cagpr duplicate
outcome.

Commands Kkai results

To API request model petatpénetarl oe immutable command. O principal epva Eexwprotd av n
identity Sev mpémel va mhaotoypageital and body. To result eivan application outcome 1) view data, oxt
Starlette Response. O route adapter to petatpénel oe output model kar HTTP status.

Mnv xpnouomoieig exceptions yia ke @uololoyiko branch av éva sealed-like result union eivat mmo
kaBapd. Amtd v AM, UV eMOTPEPELG generic Result [dict, str] ;ov KpLPEL OAEC TIQ MEPUTTOOELGS.
ZUYKSKpl}léva types (')T[(DQ Created, AlreadyExists, Forbidden KOl DependencyUnavailable KAVOUV
v exhaustive mapping e@ik.

MoU ptraivel n transaction

To use case yvwpilel mola persistence operations amoteAovv pia atomic arayr). Mropel va stapet Unit
of Work port e repositories kat commi t, 1) request session amo adapter. To domain entity Sev mpémet
va kavel commit. O route handler emiong Sev mpémet va kavel tpia aveEaptnta commits yopw amo Eva
business command.

External HTTP call 8ev pmopei va cuppeteyet oty idia database transaction. Av ypeialetan reliable
effect, ypawe intent o€ outbox ka1 agnoe worker va 1o ekteAeoel idempotently. Av to provider mpémet
va amavtrjoet synchronously, povteAosmoinoe unknown outcome kau reconciliation. Mnyv stpoosoteioat
atomicity.

Adapters pe TARpeg contract

'Evag provider adapter Sev elvanr ammAd client . post. Katéyet base URL, authentication, request
mapping, connect/read/write/pool timeouts, retry classification, idempotency key, response validation
ka1 redaction. Metatpémnel provider-specific failures oe pikpo application taxonomy.

Retry library Sev ammopaoilet Tt eivan safe. Adapter kot use case yvwpidovv av 1 operation givan
idempotent kat av timeout ouvePn mpwv 1) petd and mbavo send. Budget OAwv twv attempts mpémet va
¥wpa oto caller deadline.

Dependency composition

FastAPI dependencies kataokevalovv ports 1) use case object amd request session, settings kat
principal. Meta 1 kAnon eitvat kavovikr Python. Auto kxpata test override oto boundary. Ta use case
tests mepvovv fakes amevBeiag ywpig va Eexivovv ASGI app.
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Mnyv kavelg import concrete SQLAlchemy repository péoa oto domain. To composition root SiaAéyet

implementation. Mnv kaveig emiong interface tov avtypagpet kabe method tov concrete client. To port

eK@padel T xperadetan To application, oyt 0,11 ptopel va kavel o vendor.

MNoéTe dev xpeialeran layer

Read-only endpoint tov kavel pia bounded query kat projection propel va €xel pikpo query service
¥wpig mAovolo domain model. 'Eva health endpoint Sev ypeidletan repository pattern. Structure
nipootifetan otav Lexmpidel ownership, test boundary 1 failure semantics. Av éva véo file amiag
npowBel arguments ywpig amogao, mbavov Sev mpoobétel atia.

SOURCE TRACE

To get _request handler 0T0 fastapi/routing.py AUvel dependencies, KaAei

run_endpoint function kai yeTd serializes 1o result. Auto gival 10 QUOIKG seam: TIpIV aTTo TNV endpoint
function BpiokeTal To FastAPI transport machinery, evw n epappoyn ytmopei va kaAéael plain use case code.

NMATIAA
‘Eva folder services dev amopovwvel To domain av ol functions péoa tou diaBadouv Request, app.state
kai global sessions. Ta imports aTTOKAAUTITOUV TO TTPAYUATIKO coupling.

MHXANIZMOZ

Ports ovopddouv application avdykeg. Adapters uhotroloUv TeXVIKA protocols. To composition root Ta cuvoéel
Kal TO use case Tapapével avegdptnTo amod FastAPL.

PROBE

Mape éva route TTou kdvel database write kai provider call. F'pdwe o€ pia ypapur Tov owner kG0 decision Kai
failure. Metétpewe 10 body o€ command kal KGAeEoe To use case ato test xwpig app. Av XpelaoTei va
KaTaokeudoelg Request, 1o boundary akéun diappéel.
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KE®AAAIO 19

Tests, overrides kai fault injection

‘Eva kaAo test suite eAéyxel 1o public HTTP contract, Ta data
invariants kai Ta failure windows. Aev JeTPA ATTAWG TTOCEG
YPOAMMEG EKTEAECTNKAV.

contract tests
HTTP + validation + OpenAPI

v

integration tests
DB + transaction + adapters

v

use case tests
policy + failure matrix

fault probes I
| timeout + duplicate + crash |

— o e o o o o o

Zxnua 19.1 - Contract, integration, use case kai fault probes KaAUTITOUV BIAQOPETIKOUG KIVOUVOUG.

To TestClient mpoo@épet synchronous interface mavw oe ASGI app xat faocidetan oto HTTPX/
Starlette test stack. Xpnowomoinoé to wg context manager otav 0éAeig va tpéet lifespan. 'Etot startup
ka1 shutdown resources eAeyyovtat padi pe ta requests.

PYTHON

from dataclasses import dataclass

from fastapi import Depends, FastAPI
from fastapi.testclient import TestClient

@dataclass (frozen=True)
class Clock:
value: str

def clock() -> Clock:
return Clock ("production-time")

app = FastAPI()
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Qapp.get ("/time")

async def read_time(value: Clock = Depends(clock)) -> dict[str, str]:
return {"time": value.value}
def test clock override() -> None:
app.dependency overrides([clock] = lambda: Clock("fixed-time")
try:
with TestClient (app) as client:
response = client.get ("/time")
assert response.status code == 200
assert response.json() == {"time": "fixed-time"}
finally:

app .dependency overrides.clear ()

Override key eivat to apyko callable object. Av to route xpnowuosoinoe aAAn wrapper instance, 1o
override Sev epapuoletar. Kabapile overrides oe fixture teardown wote éva test va pn poAvvel to
enopevo. Xe parallel tests, EexwploTo app instance ava test group eival acpaiéotepo antd mutation
evog global app.

Téooepa €idn amddeIEng

Use case tests mepvovv fakes kan eAeyyovv policy ypryopa. Integration tests tp€xouvv mpaypatikn
database schema, constraints ka1 repository queries. HTTP contract tests stepvotv aso routing,
validation, auth, error mapping kau serialization. End-to-end smoke tests eztaAn8etovv 1o deployed
network path. Kavéva emineo dev avtikabiotd ta dMa.

Mock g session mov emoTpéPet 0,T1 EPIUEVEL 0 KOBKAG Sev amtodetkviel SQL, isolation 1} unique
constraint. Azto v AN, kaBe edge case peow apyov full stack kavet to suite Svoypnoto. Bake kabe
invariant 0to xaunAOTepo med0 OV AKOUN EAEYXEL TOV TIPAYUATIKO UNYAVIOUO.

Async HTTPX

INa async tests, to HTTPX ASGITransport (app=app) 0TéAvel requests ywpig socket. H petagopda amo
uovn g Sev Srayepidetan mavra ASGI lifespan. Xpewaletan explicit lifespan manager 1) test fixture mov
avotyel to app lifecycle. Mnv mepdoet test ene1dn mote Sev avoi&e to production pool.

To base url="http://test" eivar amapaitnto yia relative URLs ka1 Host header. Aokipaoe emiong
headers, cookies, redirects kat streaming pie Tig 1d1eg pvOuioeig Tov £xovv ONUAGIA OTOV TIPAYUATIKO
client. In-process transport Sev eAeyyel proxy, TLS 1 network timeout.

Database isolation

Rollback fixture eivat ypryopo, aAAd application code stov avoiyet Sikr) tov connection 1) kavel commit
umopet va Eepiyel amd v outer test transaction. Befaiwoov 6T  dependency override Sivel myv idia
session strategy mov sepiuével to app. ' transaction kat concurrency tests ypnoiuosnoinoe
TpAyHATIKG commits oe mpoowpivn database kot kaBapoe pe scoped records 1) schema.

Mnyv tpéxelg integration tests povo oe SQLite av production eivan PostgreSQL. Locking, JSON,
constraints, timezone ka1 SQL syntax Siagpépovv. SQLite mapapével xpnouo yia tests sov Sev
woyvpilovtar production database equivalence.

EKAOZH 1.0 - ZEMTEMBPIOX 2026 59



FASTAPI A0 ENDPOINT MEXPI PRODUCTION Tests, overrides kai fault injection

Fault injection

Fake provider mpémnet va pmopet va asotoyet siptv send, petd asto mbavo aceept, pe invalid response
ko pe timeout. Repository fake mpémel va mapayel duplicate kau stale version. Clock kat id generator
yivovtat injected wote tests va eivat deterministic.

INa kaOe side effect oxedlaoe crash points. Assert 0y1 uovo response, ala durable state, outbox row,
retry count kat observability signal. Concurrency test ypeidetan barrier wote §vo requests va pmovv
oto 1810 race window. Eikoot tuyaieg concurrent kAnoeig xwpig synchronization pmopet va punv
avamapayovy TIrota.

Contract artifacts

Snapshot OpenAPI pe canonical ordering ka1 semantic review. Kpata golden examples yia error
envelopes kat webhook signatures. Mnv snapshotapeig timestamps, generated ids 1} oAoxkAnpa headers
70V AAAAOLY XWPIg VO UaL.

Ta tests mpémel va asmtodeikvoovy 0Tt secrets Aetztovv asto output kat logs. 'Eva canary credential oto
fixture fonBa automated scan. KheiSwoe emiong query count kot maximum response size oe endpoints
ue yvwoto performance risk.

SOURCE TRACE

To fastapi/testclient.py emavegdyel 1o Starlette TestClient. Ta dependency overrides diaBddovTal
JEoa 01O solve dependencies Tou fastapi/dependencies/utils.py, OTou T0 original callable
avTikaBioTaral kal avaAueTal véo dependent graph.

MATIAA

Test TTou kdvel override 6An Tnv authentication dependency dev eAéyxel token verification. Kpdta gexwplota
verifier tests kai Aiya full HTTP auth tests.

MHXANIZMOZ

Aokipaoce contract pye ASGI, invariants pe mpayuartikr data layer kai failure windows pe eAeyxouevo fault
injection. Ta fakes xpeidifovTal CUYKEKPIUEVO scope.

PROBE

Mdape éva create endpoint kar @TIGEE matrix: valid, malformed, unauthorized, duplicate, database timeout,
provider unknown outcome kai response serialization bug. lNa k&8¢ ypauur assert HTTP, durable rows,
external calls kai log category. Auto gival o Xprioipo atré évav povadikd coverage apiBuo.
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KE®AAAIO 20

Async mental model kai blocking work

Async kepdilel 0tav TTOAAEG epyaaieg TTepiuEvouv I/O kal
TTapaxwpouv Tov €Aeyxo. Aev kavel CPU work ypnyopdtepo
kal O0ev peTaTpéTTel blocking library o€ async.

I blocking call |

freezes loop |

S —

do not block

event loop coroutine B
schedule ready work uses wait time

coroutine A ___/

run until await

>xnua 20.1 - To event loop evaAAdooel coroutines pdvo oTa onueia ouvepyaciag.

Mia coroutine TpEyel HEXPL VA OUVAVTNOEL await oL Oev eivar £topo. Tote T0 event loop extelel AAAn
£toun epyaoia. Aev vapyet preemption ava ypauun Python. 'Eva synchronous sleep, Bapt JSON
transform 1 blocking database call péoa oe async def maywvel 0Aa ta requests tov i510v loop.

To FastAPI e€etadel av endpoint kot dependency eivar async callable. Ta async kaAovvtal pe await. Ta
sync tepvovv oto thread pool. Autod emtpenet otadiakr) xprion sync libraries, ad\a o pool €xel tokens
kot ta threads pmopotv va e€avtinBovv. Emniong éva thread stov ovveyidet provider call peta ano client
disconnect xatavaiopvel resource.

Structured concurrency

ITapaAAnAeg kKANOELG €xoLV VONUA LOVo OTav eival avefaptnteg kat xwpovv oto 1610 deadline. To
AnylIO task group Siver kowo lifecycle: av éva child amotiyel, ta dAAa akvp®vovtal kat o parent
mepluével cleanup.
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PYTHON

from typing import Any

from anyio import create task group, fail after

async def load dashboard(client) -> dict[str, Any]:
result: dict[str, Any] = {}

async def load(name: str, path: str) -> None:
response = await client.get (path)
response.raise for status()
result[name] = response.json ()

with fail after(0.8):
async with create task group() as tasks:
tasks.start soon(load, "orders", "/orders/summary")
tasks.start soon(load, "balance", "/billing/balance")
return result

To shared dict eival aoparég edm povo enerdn) kabe task ypagel Srapopetiko key ywpig await
avapeoa oto read-modify-write. Auto Sev eivan yevikn thread safety eyylinon. T'ia o ovOetn
ouvvepyaoia ypnopomoinoe channels 1y lock pe explicit invariants.

Deadline, timeout ka1 cancellation

Timeout Sev eivar atAwg exception. AnAawvet o0t o caller otapatd va mepiuével. H downstream
operation pmopet va guveyidet 1) va exel n6n kavet effect. Bae connect, pool, write kat read timeout
otov HTTP client ka1t ouvolko deadline oto workflow. To dBpowoua retries kot backoff mpésmet va ywpa
nipv An&et to upstream request.

Cancellation mpesmet va Stabidetat. Cleanup pmaivel oe finally Kot ipémel va eivat ovvtopo. Shield
cancellation povo yUpw aso pikpo critical cleanup sov spémet va oAokAnpwBel, Ox1 yOpw atd 0OAOKAN PO
provider call. Av background epyaoia mpémnet va emPiwoet Tov request, ypay’ mv durable oe queue.

Thread-pool cancellation dev otapata avBaipetn synchronous function sov 16N tpexet. H coroutine
UITOPEL va TTapel va TePIUEVEL, aAAd To thread ouyva ouveyilel péxpt va emotpepet. ' auto 1 idwan
library ypeialetan timeout.

CPU-bound gpyacia

Image processing, compression peydov payload, PDF generation kat machine learning inference
pmopel va kpatovv CPU. Tleproootepeg coroutines Sev fonBovv. Mikpo bounded CPU work iowg mtaet
oe thread av n native library eAevBepavel 1o GIL. BapUtepn epyacia xpelddetal process pool,
Eexwprotd worker service 1) job system pe admission control.

Mn Snuovpyeig unbounded task yia kafe item evog request. Xila items eri eikoot requests propovv
va avoifovv eikoot ythiadeg downstream calls. BaAe semaphore 1) bounded worker pool kovtd oto
scarce resource Kot ouvoAlko request limit.

Sync stack eivail éykupn emTiIAoyn

Av 0)o 1o stack eivan sync kau to traffic pétpio, plain de £ endpoints pe petpnuévo thread pool pmopet
va eivar ammdovotepa. To asyne a&ider otav o1 fifAobnkeg eivan mpaypatikda asyne kot np workload £yet
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7oAV concurrent I/0. Mnv Eavaypaweig ota tupAd. Metpa throughput, tail latency, pool waits kot
failure behavior.

Async database driver Sev emtpenet va poipaleoan session oe child tasks. Kafe task BeAer avegaptnn
unit of work 1 sequential access. ITapdAnia queries otnv id1a database pmopet amiag va
Suthaoiaocovy connection pressure.

SOURCE TRACE

H run_endpoint function 010 fastapi/routing.py Kavel await o€ coroutine callable kai

Xpnoigotrolei run_in_threadpool yia sync callable. To idio split epapudletal ota dependencies péoa oTo
solve dependencies. To thread-pool implementation TpoépxeTal amé Starlette kai AnylO.

NATIAA
async def Pe time.sleep () 1 synchronous SDK ptrAokdpel 1o event loop. To annotation Tng function dev
aAAGCel T @uon TG eowTePIKAG I/O.

MHXANIZMOZ
KdbBe blocking boundary mpétel va gival yvwaoTd. KaBe concurrent fan-out pémel va givar bounded. Kdbe
deadline TTpéTTel va QTAVEI HEXPI TOV TTPAYUATIKO client A driver.

PROBE

Pd1iage endpoint pe time.sleep (0.2) PYéoa o€ async def Kal OeUTEPO PUE await anyio.sleep(0.2).
>1eile 20 concurrent requests kai péTpa total time. Metd BdAe sync endpoint oTo thread pool, Tepidpioe Ta
tokens kal TTapaTtripnoe queueing avTi va KoItdg pévo average latency.
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Concurrency, shared state kai race
windows

To event loop d¢ev e€aAcipel races. ‘Eva invariant ptropei va
apeioBnTnBei atrd GAAN coroutine, thread, process, worker 1
UTTNPECIa avapeoa og dUo BriuaTa.

request B request A
reads version 7 reads version 7

N/

atomic database rule
version =7

(—— - P —,

I other conflicts : one update wins
| retry or reject version becomes 8

o o o o e o—

>xnAua 21.1 - Ato requests diafdadouv Tnv idia version kal n database €TmAéyel évav viknTr.

Ytnv async Python pia coroutine 8ev Siaxomtetan oe Tuyaia bytecode instruction, aA\d mapaywpel
£\eyyo ota awaits. Auto apkel ywa race. Av kaveig read, mepiuévelg I/0 kat petd write, dAo request
umopel va aAAager to 1810 state. Me sync endpoints stpootifevtan threads. Me moAMovg Uvicorn workers
npooTtifevtal processes e aveEaptnTn uvnun.

To khaoko bug eivan check-then-act:

PYTHON

async def reserve seat (repo, seat id: str, user id: str):
seat = await repo.get (seat id)
if seat.reserved by is not None:
raise ValueError ("seat taken")
awalt repo.reserve(seat id, user_ id)

return await repo.get (seat id)
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Avo callers pmopotv va Sovv None 7mpv ypawet kastolog. Python lock yOpw asto ) function
npootateLel povo tasks stov mepvovv amo to 1610 lock object otov 1610 process. Aev mpootatevel
Sevtepo worker, job consumer 1) admin script.

H aogpaing operation petagépet to precondition otn database:

sSQL

UPDATE seats
SET reserved by = :user id, version = version + 1
WHERE id = :seat id AND reserved by IS NULL;

Av affected rows eivau €va, kepSioeg. Av elvan undev, to seat Aeimel 1) exet 116N kpatOei. Unique
constraints, conditional updates ka1 kataAAnAo isolation eivau cluster-wide arbiters el 6Aot o1
writers stepvovv asto to 1610 durable system.

Shared memory avd process

Module globals, app.state, 1ru_cache kal in-memory dictionaries givat process-local. Kafe worker
£xer Ao copy. Eivau xprjopna yia immutable config, connection pools kat performance cache 6mov
stale 1) missing value §ev omael correctness. Aev eival cwotd ya global quota, session truth 1)
distributed idempotency.

Metda amno fork, objects mov avolav sockets mptv to fork pmopet va exovv mpoPAnuartiko shared file
descriptor state. Avoi&e pools peta m dnuiovpyia tov worker péow lifespan, extdg av n ovykekpiuévn
library tekunpiovel AAAO HOVTEAO.

In-process cache ypelaletan expiry, size bound kot concurrency policy. Cache stampede ovufaiver otav
TTOAMA requests BAEmtovv expiry kot Eavagpoptmvovv padi. Single-flight lock peiwver tomkod stampede,
aMa oyt across workers. Randomized TTL, stale-while-revalidate 1y distributed coordination ptopet va
XPEWOTOVV avAAoya LE TO KOOTOG.

Locks ka1 awaits

To asyncio.Lock 1 AnylIO lock eivat yia coroutines oto 1610 loop. Mnv kpatag lock oe apyo external
call. AvEaver tail latency ko pmopet va dnuovpyroet deadlock av callback ypeiaetan tov 1610 lock.
Kpata critical section pikpo kat xwpig ampoPiemnto I/0.

Threading lock péoa oe async function pmopet va pthokapet to event loop. Async lock Sev tpootatevet
sync thread. Av shared structure mpoomeAatvetatl kat aso ta Svo execution models, amAosmoinoe
ownership 1 xpnowpomnoinoe thread-safe primitive é€w a6 to event loop pe peydn spocoyr.

Isolation ka1 write skew

Mia transaction Sev eyyvatal ke business invariant. Xe common isolation, Svo transactions propotv
va Stafacovv ovpfato snapshot kal va ypdyouv Stagpopetikég rows, tapafiddovtag cross-row rule.
IIpootateye pe constraint, advisory lock, serializable retry 1) redesign ;ov ouykevtpmvel o invariant
O€ [i0 row.

Serializable transaction ptopel va amtotiyel vopipa kat va xpetadetal retry. Retry oAokAnpn v
transaction pe bounded attempts kot povo av ta external effects Bpiokovrat £€w. Mnyv enavaidafeig
TupAa provider charge eme1dn n database {rtnoe serialization retry.
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Lost updates kai versions

Optimistic concurrency emotpepet version 1) ETag otov client. To update divel expected version kat 1
database aA\adel row povo av cupmvel. AvTo mtpootatevel ka amod stale browser tab, ox1 povo ano
requests mov éprtaocav oto 1610 millisecond.

Pessimistic row lock Taipradetl oe oUvtopeg contention-heavy amogpdaoeig. O@¢Aet otabepr| lock order,
statement timeout ka1 monitoring lock waits. Kaveva lock Sev mpémet va kpatiétan 600 o client
Srafader stream 1) o provider seplugvel.

SOURCE TRACE

To FastAPI exteAei async callables o1o event loop kai sync callables oTo thread pool péow

run_endpoint functionKadl solve dependencies 070 fastapi/routing.py Kal fastapi/
dependencies/utils.py.Aev TpocoBETel application locks ry distributed synchronization. Autd avriikouv oTn
data kai workflow design.

NATIAA
‘Eva asyncio.Lock TToU «€Auce» To test pe évav worker utropei va atmotuxel apuéowg otav 1o deployment
augnBei oe dUo workers. To correctness boundary TTpétrel va KAAUTITEI OAOUG TOUG writers.

MHXANIZEMOZ
Bpeg 10 race window avdueoa o€ read kai write. MeTépepe 10 precondition o€ atomic durable operation kai
ueTéppace kaBapd winner, conflict kai retry.

PROBE

Xpnoipotroinoe barrier wote 20 requests va oAokAnpwaoouv To read TTpIv emTiITpaTrei To write. Tpéfe TTpwTa pE
€vav worker kal HeTd pe dU0. Assert éva transition, 19 conflicts kal cwoTr TeAIKR version. ETTavaAae petd amo
process restart.
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BackgroundTasks, queues Kal

transactional outbox

To «JETA TO response» dgv onuaivel durable. H onuacia tng
epyaaoiag arropaailel av apkei in-process task ) xpeialerai
transaction kai queue.

HTTP command DB transaction »| relay worker »| external consumer
accepted intent business row + outbox claim + publish idempotent effect

v

>xAua 22.1 - Business row kai outbox ypagovTal padi Tpiv o relay dnuoaoicloel 1o effect.

To BackgroundTasks oUAEYeL callables katd to request kot ta ekteAel a@ov otalel To response. Eivan
BoAkod ya pukpr) best-effort epyaocia mov pmopet va yabei xywpig business {nuid, omwg hint ya local
cache cleanup. Tpéyet otov 1610 process. Av o worker méget petd 1o 202 1) 200, Sev vapyet durable
record 7OV va VITOXPEQOVEL Tetry.

PYTHON

from fastapi import BackgroundTasks, FastAPI, status

app = FastAPI ()

def refresh local hint (order id: str) -> None:
# Best effort only. Durable truth does not depend on this function.
pass

@app.post ("/orders/{order id}/refresh", status code=status.HTTP 202 ACCEPTED)
async def refresh order (

order id: str,

background: BackgroundTasks,
) —-> dict[str, str]:

background.add task(refresh local hint, order id)

return {"state": "accepted"}

Axoun kat edm, 10 202 vTdoyxeTal kArolo accepted workflow. Av Sev vmtapyel Tpomog va deig status kat
n task pmopel va xaBei, iowg T0 204 1) 200 pe oagn best-effort meaning eivan etiikpivéotepo. Status
code Sev petatpémel Tn Hvnun oe queue.

MNati To atrAd publish £xe1 0o crash windows

Av kaveig database commit kot petd publish event, o process pmopel va méoet avapeoa: to order
VITAPYEL AMA event xaOnke. Av kaveig publish kat petd commit, consumer pstopet va det event yia
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order srov teAwkd €ywve rollback. Distributed transaction cuviBwg Sev eivan S1abeoun 1) Sev atidel to
coupling.

To transactional outbox ypapet business aA\ayr| kat event row otnv iSta database transaction. Relay
worker S1afdadel pending rows, kavet publish kot onueiwvel mpdodo. To write eivan atomic. To publish
elvau at-least-once, eme18r) worker pmopet va dnpootevoet kan va iéoet iptv 1o mark. O consumer
nipémel va eivar idempotent.

Outbox row kpata event id, aggregate identity, type, schema version, payload, created time ka1 attempt
state. Mnv ammoBnkeveig oAokAnpo ORM object 1} secret. To payload eivat deployed contract. Xpelaletan
compatibility policy omtwg kaBe aAro APL.

Claiming kai retries

IToA\oi relay workers mipéret va S1ekdikovv rows atomically, yia tapadetypa pe FOR UPDATE SKIP
LOCKED Ko pikpeg transactions. Mnv kpatdg row lock katd to network publish. Claim pe lease,
commit, publish kot petd mark. Av lease A\n&et, aAog worker ptopei va Eavadokipaoet.

Retry povo classified transient failures pe exponential backoff, jitter ko1 maximum attempts 1) age.
Permanent invalid payload nnyaivel oe dead-letter state pe alert ko repair tooling. Infinite hot retry
umtopel va yovartioet Tov provider kat va kpOwel veo event miom astd poison message.

Ordering ypeldletan ouykekpiuévo scope. Global ordering eivat axpiffo. ZuviBwg apkei oelpd ava
aggregate key. Partition key, claim algorithm ka1 consumer dedupe mpérnet va oupgmvoiv. Av o
Slagopetika event types pmopovv va épBouvv avamoda, o consumer ypeladetat version check.

Background task failures

Exception oe background task ovpfaiver agpov £xel puyet 1o response. Exception handler Sev pmopet
va aA\a€et Tov client outcome. Xpewaleoan log, metric kat iowg error tracker. Emte1dn) ot tasks tpeyovv
oelplaka oto Starlette background collection, failure pmopel va epmodioet emopeveg tasks. Mnv
otolpaderg critical workflow oe pia AMlota callbacks.

To asyncio.create task péoa oe endpoint etvar axopn mo advvapo av dev kpatdag handle. To task
pmopel va akvpwBel oto shutdown, va yaoet exception 1) va ouveyioetl petd to request ywpig context
owner. Long-lived consumers Eexivovv ot lifespan pe task group xat bounded shutdown. Durable jobs
JIAVE O€ queue.

Exactly-once €ival o0vBeon invariants

Broker delivery omavia eivan exactly-once aso povo tov. Business exactly-once effect ytietan pe stable
event id, consumer inbox 1| unique constraint ka1 atomic state transition. Av o external provider
Sexetan idempotency key, mépaoe 1o event id. Av Sev Sexetan, xperaletan lookup 1 reconciliation yia
ambiguous timeouts.

Metrics mov a&idovv: outbox age, pending count, claim lease expiry, attempts, dead letters ko end-to-
end time péypt consumer application. Queue depth povo Sev Seiyvel av éva makio event £xel KOAOEL
SOURCE TRACE
To fastapi/background.py €kOéTel TO Starlette BackgroundTasks pe FastAPI documentation. 1o
fastapi/routing.py, Ta solved dependencies pmmopouv va cuykevipwoouv background tasks kai va Tig
TpocapThoouv oTo Response. H durable queue kai To outbox eival application infrastructure, éx1 FastAPI
feature.
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NATIAA

Email, payment ; webhook 1Tou uttdpxel pévo o€ BackgroundTasks PTTOPEI va XaBei e process crash agou
o client €xel ndN TTAPEI success response.

MHXANIZEMOZ
Best-effort callback ptropei va peiver in-process. Business obligation ypdgeral durable padi pe Tnv state change
Kol ekTeAEiTal idempotently até worker.

PROBE

BdAe controlled crash peta 1o database commit, petd 1o publish kai TTpiv T0 outbox mark. ETravekkivnoe worker
Kal assert 0Tl kavéva event dev xaveTal, 0 consumer dev eQapuodel dUo Qopég To effect kal To outbox age
ETMOTPEPEI 0TO normal.
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Uploads, downloads kai streaming

Ta peydAa bodies aAAalouv 10 resource model. Bytes,
TTpoowpiva files, open handles, apyoi clients kai disconnects
xpelalovral 6pia Kai cleanup.

v

request producer , ASGlI send ! disconnect
client connected bounded chunks backpressure point I cancel + cleanup

ZxAua 23.1 - Producer, ASGI send kai disconnect oxnuartidouv 1o stream lifecycle.

IMa multipart upload, to uploadrile divel filename, content type ko file-like object mtov pmopei va
yiver spooled asto pvrun oe tpoowpivo file. Avto eival kaAUTEPO ATTO bytes yia peydia apyeia, eneidn
Sev amantel va kpatrjoeig 6o to payload wg éva Python bytes object. To multipart parsing asattei to
optional python-multipart dependency.

PYTHON

from hashlib import sha256
from fastapi import FastAPI, HTTPException, UploadFile

app = FastAPI()

@app.post ("/documents")
async def upload document (file: UploadFile) -> dict[str, object]:
digest = sha256 ()
total = 0
while chunk := await file.read (64 * 1024):
total += len (chunk)
if total > 10 * 1024 * 1024:
raise HTTPException (status code=413, detail="file too large")
digest.update (chunk)
await file.close()
return {
"bytes": total,
"sha256": digest.hexdigest (),
"media type": file.content type,

To endpoint Seiyvel incremental read, oyt ;AN peg storage workflow. BaAe close oe finally av vmapyet
KwO1Kag petd to read stov pmopet va amotvyel. Akoun kaAvtepa, facioov oto documented request
lifecycle aM\a kpata 81ko6 cov cleanup ywa handles ov avotyeig eov.

To filename kot content type €pyovtatr ano client kau Sev eivan afiomota. Mnyv ypnoipomoieig raw
filename wg filesystem path. Anuovpynoe server-side id, amoOrjkevoe display name ywplotd kat kave
safe escaping Otav T0 eMOTPEPEIG O€ Content-Disposition. AV emTPENelg ovykekpiuevoug file types,
£hey&e magic bytes kau mpaypatiko parser oe sandboxed 1) isolated processing path.
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Size limits og repiocooTepa amd éva layers

To loop kOBet agpov bytes £xovv 1181 @Taoel otov application process kat o multipart parser popet va
exel ypawel tpoowpwvo data. Bale request body limit oto reverse proxy 1) server yla IpmTo gpayua.
Kpata application limit yia business policy. PUOBuioe disk quota kau cleanup yia tpoowpwva files.

Decompression bombs ka1 parser complexity Sev petprovvran povo oe compressed upload bytes. Image
dimensions, archive entry count ka1 expanded size ypeldlovtal Sika tovg bounds. Bapia scanning 1
conversion stel oe job worker pe resource limits, Oyt oto request event loop.

Downloads

INa mpaypatiko file oto disk, to Starlette Fileresponse xelpidetar metadata kau efficient sending
kaAUtepa amod yeipormointo loop. I'a object storage, cuyva eival kaAbtepo short-lived signed URL wote
ta bytes va un Siepyovtar astd web workers. H authorization mpésmet va yiver tpv ekdoBeil to URL kau )
expiry va etvat pukpn.

Private content O¢Aetl Cache-Control: private T no-store avd use case. Filename, media type, ETag
ka1 range behavior eivan public protocol. Av proxy kavet caching, fefaiwoov 6T cache key
nepthapfavel doa Stapoporolotv authorized representation 1) astevepyosmoinoe shared caching.

StreamingResponse

To streamingResponse d&€xetat async iterable 1} sync iterator. KaOe yielded chunk yivetar ASGI body
event. Async producer p€mel va pTavel ovxva oe await wote va mapatnpel backpressure kat
cancellation. Sync iterator stepva asto thread pool. Mnv mapayeig amelpa chunks ypnyopotepa amnd to
network.

Response headers kau status otéAvovtal tpv 1 padi pe myv évapén. Exception oto §¢kato chunk Sev
umopet va yiver kavoviko JSON 500. I'a newline-delimited JSON 1 SSE, to protocol pmopet va opidet
terminal error event, aA\d partial data €yel 1161 katavalwBel. Consumers mpésmet va EEpovv av
emTpenetal retry kat aso oo offset.

Ynv éxdoon avagpopdg to FastAPI SiaBétet kan SSE support 010 fastapi/sse.py, Tavw 0to ASGI
response model. SSE ypeialetan event ids, heartbeat, reconnect policy ka1 bounded per-client buffer.
Aev eivan durable message queue.

Disconnect ka1 cleanup

Client ptopei va @Uyet eve producer Siafadet database 1) provider. Cancellation mipémet va kAgioet
cursor, file ko child tasks. Mnv katastivelg cancellation pe broad handler. Av operation eékave durable
command stpv Eexvroet to download, to disconnect Sev o avaipel avtopata.

Resource dependency pe request scope HEVel avolyTr) LEXPL VA TEAELMOEL TO response. AUTO EMITPETEL
lazy stream, aA\a kpata pool slot ywa tov apyd client. ITpotiunoe stream-specific resource pe capacity
limit r) precomputed object storage artifact.
SOURCE TRACE
To FastAPI eravefdyel UploadFile, FileResponse Kal StreamingResponse amo 1a Starlette-based
layers, evw body field handling BpiokeTal 010 fastapi/routing.py Kal fastapi/dependencies/
utils.py. To SSE response Tng ékdoong avapopdg BpiokeTal 0To fastapi/sse.py. H amoaToAn yivetal
TeNIKa pe ASGI body events.
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NATIAA

To client-supplied filename ptropei va mepiéxel path traversal i control characters. Mnv 10 xpnoipoTToInoeig
TToTé WG trusted local path.

MHXANIZEMOZ
BdAe limits Tpiv, kata kai uetda 10 parsing. Kave streaming pe bounded chunks, backpressure kai cancellation
cleanup. Metd 10 response start, 1o error protocol pémel va gival stream-aware.

PROBE

>1eiAe upload akpifwg oTo limit, éva byte Tavw, apyo upload kai disconnect otn péon. MNa download BdaAe
client rou d1afdder éva chunk ava deutepoAettTo. MéTpa open files, temp disk, pool usage ka1 xpévo cleanup
METa TO disconnect.
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WebSockets, lifespan kai disconnects

4

Eva WebSocket cival pakpofia cuvouiAia, 6xi endpoint TTou
EMOTPEPEI pia @opd. Authentication, backpressure, task
ownership kai shutdown yivovtal protocol.

| 1
HTTP upgrade accept n ge loop J disconnect | > cleanup
authenticate protocol chosen receive + send I cancel peers | unregister + close
\ o e - - =

>xnua 24.1 - Handshake, message loop, disconnect kai cleanup £€X0Uv GUYKEKPIPEVN OEIPA.

O client apyicel pe HTTP upgrade. H epappoyr) pmopel va ereyEer credentials kan va Seytei 1) va
apvnBet tn oVvSeon. Metd to accept, status codes dev etvar 1o kUp1o error mechanism. Yrdapyouvv
WebSocket messages kau close codes. Mnv onkovelg tuyaia HTTP exception fabia péoa oto accepted
message loop.

PYTHON

from fastapi import FastAPI, WebSocket, WebSocketDisconnect
app = FastAPI()
Qapp.websocket ("/ws/orders/{order id}")

async def order_updates(websocket? WebSocket, order_id: str) -> None:
token = websocket.headers.get ("Authorization")

if token != "Bearer verified-demo-token":
await websocket.close (code=1008)
return

await websocket.accept (subprotocol="orders.v1l")

try:
while True:
message = await websocket.receive json()
if message.get ("type") == "ping":
await websocket.send json(
{"type": "pong", "order id": order id}

except WebSocketDisconnect:
pass

To token eivar demo. Ze browser Sev pmopeig mavta va opioeig arbitrary Authorization header oto
WebSocket constructor. Cookie 1 negotiated short-lived ticket eivar ouvnOiopgveg emioyeg. Atoguye
long-lived access token oto query string ene1dn URLs kataypa@ovtal o¢ proxies, analytics kat history.

To subprotocol version eival cageotepo amd implicit message evolution. O server mpémel va StahéEet
HUOVO TTPOCPEPOLEVO Kal LITOOTNPLOUEeVOo subprotocol. Kabe message ypeldletan discriminator, schema
validation, maximum bytes ka1 authorization yia tn cuykekpiuévn action.
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Connection registry

"Eva set a6 sockets 010 app. state PA&mel povo connections tov i61ov worker. Eivan apketo yia local
demo, ox1 yia cluster broadcast. Me moAhovg workers, publisher ypaget oe broker 1) pub-sub ka1 ka0e
worker tpowBel otovg Sikovg tov local subscribers.

Registry mutation ypeiddetan lock 1 single-owner task. Remove mpérnet va etvat idempotent emeidn
disconnect, exception kat shutdown pmopei va @tdoouvv amod Stagpopetika paths. Mnv kpatdg strong
references ya mavta petd amod broken connection.

Presence 8ev elvan asmoAvtn aAnOeia. Heartbeat, network partition ka1 mobile suspend Snuiovpyovv
delay. Av business rule astaitet durable online state, 0pioe lease kau expiry avti ywa boolean stov
aMadel povo oe clean disconnect.

Slow consumers kail backpressure

Av éva broadcast loop kavel await send S1adoyika, eévag apyog client kaBuvotepel 6Aovg. Av
Snuovpyet unbounded task ava message, n uviun avéavel. Awoe bounded queue ava connection kot
policy: drop old transient update, disconnect slow consumer 1) block ovykekpiuévo producer. H ocwotn
emAoyn e€aptatat aso to av Ta events eivat snapshots 1 non-repeatable commands.

TMa onuavtikda events, o client yperddetan sequence number 1| durable cursor kot HTTP resync
endpoint. WebSocket delivery povo tov dev eyyvatal 0Tt ke message EQTAOE 1) EPAPUOCTNKE.
Reconnect pmopet va tpokaiéoet gaps kat duplicates.

Task ownership

Suyva 1 ovvdeon gxel o concurrent epyaoieg: receive client messages ko forward broker events.
BAa\’ teg oe task group. Av pia TEAEIOOEL 1) ATOTUXEL, AKVPwOE TNV AM kat tepipeve cleanup. Ovte
orphan broker subscription ovte task ;tov otéAvel oe kKAe10T0 socket mpémet va emPimvert.

To lifespan katéyel shared broker connection kat top-level consumers. KaBe WebSocket handler
katéyel ) subscription tov. Xto shutdown, otapata admission, oteile service-restart close code av
Tapradel, Swoe bounded drain time kot kAeioe broker petd Tig connections.

Deployments kai stickiness

Rolling deploy k6Pet pakpofieg connections otav stahiog worker @uyet. Ot clients mpémetl va kavouv
reconnect pe jitter kau resync. Load-balancer stickiness pmopet va fon6a local session state, aAha Sev
avtikabiota shared truth ka1 SuokoAever rebalance. Xyebiaoce protocol wote connection va pmopet va
avoi&el oe omolovoTmote healthy worker.

Metrics: active connections ava worker, handshake rejects, close codes, queue depth, dropped
messages, reconnect rate ka1t message lag. User id Sev eivan metric label. Xpnowomoinoe safe logs yia
OULYKEKPIUEVT S1ayvwon.

SOURCE TRACE

To FastAPI.websocket Kataxwpidel APIWebSocketRoute. To websocket session 070 fastapi/

routing.py Onuioupyei Starlette WebSocket, oTvel dependency AsyncExitStack Kal TUAiyel exception
handling. Ta dnuéaia WebSocket objects kai disconnect exceptions mpoépyovTal amé Starlette.
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NATIAA

In-memory connection manager dev utropei va kavel broadcast o€ sockets GAAou worker. To bug gp@aviletai
ouxVva povo petd To Tpwto horizontal scale-out.

MHXANIZEMOZ
WebSocket correctness xpeidletal versioned messages, bounded queues, reconnect kai resync. Lifespan
kaTéxel shared infrastructure, kGO handler tn dikrj Tou connection kai tasks.

PROBE

Avoie ypriyopo Kai apyo client, otapdra Tov £va Xwpig clean close kai kdve restart worker evw oTéAvovTal
events. Assert bounded queue, cleanup registry, close behavior kai resync amré TeAeutaio sequence.
EmavaAafe pe dUo workers.
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KE®AAAIO 25

Caching, idempotency kai versioning

Cache validator avayvwpicel representation. Idempotency key
avayvwpicel intent. Version avayvwpicel state trou €ide o
caller. Mnv Ta ouyxEclc.

I different body

|
"1 409 conflict !

scope + key »| unique claim
stable intent fingerprint

execute once retry
store outcome replay outcome

A4

>xAua 25.1 - Stable key kai fingerprint 0dnyolv o€ execute, replay ) conflict.

HTTP caching pmopel va apaipeoet Sovieid amo to FastAPI process. 'Eva ETag avayvwpidet
ovyKkekpipevn representation. O client otéAvel Tf-None-Match Kal 0 Server emotpEPeL 304 xwpig body
av dev aAa&e. Ta private user-specific data, to cache-Control mpémnel va epmodidet shared cache 1) va
opilel owotod key.

PYTHON

from typing import Annotated

from fastapi import FastAPI, Header, Response
from fastapi.encoders import jsonable encoder
from fastapi.responses import JSONResponse
from pydantic import BaseModel

app = FastAPI()

class OrderView (BaseModel) :
id: str
state: str
version: int

@app.get ("/orders/{order id}", response model=OrderView)
async def get order(
order id: str,
if none match: Annotated|
str | None, Header (alias="If-None-Match")
] = None,
) —> Response:
view = OrderView (id=order id, state="pending", version=7)
etag = f'"order-{view.version}"'
if if none match == etag:
rEturn_Response(status_code=304, headers={"ETag": etag})
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return JSONResponse (
content=jsonable encoder (view),
headers={"ETag": etag, "Cache-Control": "private, max-age=0"},

To direct response mapaxkaustet runtime response-model validation, dpa oe tpaypatiko code kave
explicit model construction omwg edm. [TANnpng parser yia conditional headers mpémnet va xepidetan
moAMartAa tags kot wildeard av to contract ta vtootnpilet.

Optimistic update

IMa mutation, o client otéAvel to ETag mov 61afaoce oe 1f-Match. H database kavel atomic update povo
otV expected version. Av aA\age, 412 Precondition Failed eivan guowkr) HTTP astavtnon. Eva
business conflict mov Sev oyetiletan pe request precondition prtopet va eivat 409.

Mnv eAéyyeig 1o ETag oe Python kot peta kaveilg unconditional update. Yotapyet race avapeosa. To
version comparison mpésmel va eivat pepog g idtag SQL operation 1) lock-protected transaction.

Idempotency yia commands

Client propet va xaoet response peta v ektedeon POST kat va Eavaoteilel. Idempotency key mpémet

va €xel scope, ouvnBwg tenant kau caller, bounded grammar kot retention window. O server voAoyicet
fingerprint asto canonical accepted command fields. 'I&10 key pe 1610 fingerprint kavet replay. 'I610 key

pe alho fingerprint emoTpepel 409.

Durable table €yet unique (scope, key), fingerprint, state, outcome reference, created time kot
expiry. IIpatog caller kavet claim. Concurrent caller Staadet processing 1) completed state. To read-
then-insert ywpig unique constraint ¢ye1 race. H database amogpaoidel moiog képSioe.

AmobBnkevoe domain outcome avti ywa tuyaia raw response bytes, ektog av exact byte replay eivau
contract. 'Etol pmmopeig va mapovoidoeig outcome pe ovppartr) serializer version. Av 1o response
schema a\\a&e1 péoa oto retention window, kpata version wote o replay va eivat sipofAéyipog.

Unknown outcomes

Av business write ka1 idempotency row eivat otnv i61a database transaction, 1 local akpifawg-pia state
change eivan eiktr). External effect Snpovpyel ambiguity. ITépaoe o 1610 stable key otov provider av
10 vtootnpider ) kave lookup/reconciliation. Metd asmod read timeout dev EEperg av o provider Sextnke
To request.

Stuck processing claim xpeiadetan lease 1) recovery state. Mnv to Bewpeig povipa busy. Worker ny
request pmopet va meoel. Recovery e€etadel durable business state kan provider receipt spiv
astopaoioel retry.

API ka1 event versioning

Public path version, schema version, resource version ka1 event sequence eivat Stagpopetikd. To /v2
Sev avrikabiotd row version. 'Eva event version Sev eivan idempotency key. Ovopaoe kafe evvola
OUYKEKPIUEVA.
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Ia backward compatibility, tpota tpocBeoe optional input/output, deploy code tov avigyel oo
kat véo schema, kave backfill av ypeialetan kat agaipeoe povo dtav OAot ot readers £xouvv petaxivnOel.
Ye rolling release, TtovAdyiotov 6vo application versions cuvumdpyovv.

Cache invalidation kai truth

Cache eivau derived state. Write path evnuepwvet database truth kot petd invalidates 1 aAAadet
versioned key. Av invalidation ya0ei, TTL mepropilet ) ¢nuid. Ia correctness-critical read, version
token 1) direct database read pmopei va amanteitar. Mnyv ypnowponoteig cache lock wg povadiko
inventory guard.

SOURCE TRACE

To FastAPI mapéxel typed Header, Response Kai serialization tools, aAAd@ dev uAotrolei application caching 1
idempotency store. H route pipeline 010 fastapi/routing.py TePVA response headers kai direct
Response 61wg dnAwoel n epappoyn. Ta HTTP semantics kai durable claims givai 8ik6 cou contract.

MATIAA

‘1810 idempotency key pe diapopeTikd body dev eivai replay. Av emoTpéwelg Tnv ToAid emiTuxia, o caller ytropei
va TTIoTEWEN OTI ekTEAEOTNKE VEO amount A target.

MHXANIEMOZ
ETag mpooTarelel representation kai stale writes. ldempotency identity €ival scope + key +
fingerprint. Kal Ta dUo xpeidlovtal durable i protocol-wide owner, 6x1 in-memory dict.

PROBE

>1eile 20 concurrent POSTs pe id10 key kai body, petd idio key pe dGAAo body. BaAe crash petd 1o claim kai petd
10 business commit. Na update, oTeile dU0 I f-Match ye idla version. Assert €va transition, stable replay,
conflict ka1 bounded recovery.
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KE®AAAIO 26

Uvicorn, workers, proxies ka1 graceful
shutdown

Production FastAPI €ival topology atrd proxy, ASGI workers
Kal shared services. KaBe process £xel 01k Tou event loop,
memory Kai resource budget.

reverse proxy
trusted edge

N

worker 2 worker 1
own event loop + memory own event loop + memory

N

[ shared services ]

DB + cache + queue

ZxAua 26.1 - O proxy poipdadel requests o€ ave¢dpTnToug workers Trou polpdlovTal pévo durable services.

O Uvicorn eivat ASGI server. Avoiyet sockets, petappalet HTTP kot WebSocket oe ASGI events kau
kel 1o lifecycle tng epappoyng. To FastAPT app eivan to callable stov poptavel. "Eva amAo production
command prtopel va potadet pe:

TERMINAL

uvicorn app.main:app --host 0.0.0.0 --port 8000 --workers 4

To 4 Sev etvar universal owotn Tiur|. Me container orchestrator pmopet va tpeyel evag worker ava
container kot horizontal replicas. Ze pia VM pmopel va xpnopomolovvtan mohhoi workers. H emidoyn)
efaptartar amd CPU quota, memory, blocking work, connection budgets kau failure isolation.
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To --reload eivar development feature. ITapakoAovBet files kan emtavekkivel process. Aev eival
production deployment strategy. O koSkag kat ta resources mpemnel va Eekivovv deterministic ywpig
va eEaptmvtal ano state tov reloader.

Process model

KaBe worker kavel import to app kot tp€yel S1ko tov lifespan. Apa £xel Siko tov database pool, HTTP
client, cache, locks ka1 connection registry. Téooepig workers pe pool size 15 pitopotv va avoi&ouvv 60
database connections ava replica. [ToAMamAaociaoe ko pe replicas, job workers, admin tools kat
migration process.

Process-local cache pmopei va €xel Siagpopetikeg values. Process-local rate limiter epapupodel 0po ava
worker, 6x1 ava account oe 6Ao to cluster. To 1610 10yve1 yia semaphore kan WebSocket rooms. T'a
correctness 1 global policy ypeiaetan shared durable owner.

Workers 8ev avgavovtatr povo pe CPU count. Async I/O worker pmopet va kpatroet moAég concurrent
connections, eveo CPU-heavy Python work xpeiadetan processes 1 Eexwprotr) vinpeoia. IToAAot workers
av&avovv memory kat downstream pressure. Metpag throughput kau tail latency pe mpaypatiko quota.

Reverse proxy kai forwarded trust

>vvnBwg TLS tepuartilel oe load balancer 1) reverse proxy. H eqpappoyr) PA&nel eowtepikn connection
kau yperaletan forwarded scheme, host kau client address yia redirects, URL generation kot audit. Avta
ta headers eivan forgeable av o client @tavel amevBeiag oTov server 1) o server epumoTeEVETAL
omotadnmote IP.

POOoe proxy header support kat forwarded-allow-ips HOVO yla ipayuatikovg trusted proxies.
Kieloe direct public mpoofaon oto app port. Av nj epapuoyn oepPipetar katw and path prefix, pvOioe
ASGI root_path ka1 Sokipaoe docs, redirects kon generated URLS péow TOL TPAYHLATIKOD Proxy.

Trusted host validation eivan Eexwploto. To forwarded client IP Sev mpémetl va xpnoposmoteitanl oav
authentication identity. NAT, chains ko1 proxy rewrites k&vouvv avtr) tnv Tiun contextual signal.

Admission kai protocol limits

O server umopet va faiel 0p1o concurrent connections 1) tasks, keep-alive timeout kan maximum
requests ava worker. O edge Bader request body, header kau idle time limits. H epappoyn fadet domain
quotas ka1 downstream semaphores. Ta layers ouvepyalovtatl. Av To proxy smepiuevel 60 SevtepOAenTa
aA\a 1) epappoyn exet 5 devteporenta deadline, to failure eivat yprjyopo kat eheyyopevo.

Keep-alive peiwvet handshake cost aAAd kpatd connections. WebSockets kat SSE eivat toAU mo
uaxpopa. Load balancer idle timeout, heartbeat kat application protocol mpésmet va cupgpwvovv. Eva
proxy mov kofel ota 30 Sevtepodenta akvpmvel omoladntote heartbeat ava 60.

Graceful shutdown

Ye deploy, mpwta to instance mpérmel va Byetl asno readiness mwote va otapatroet veo traffic. Metda o
server Aapfavet termination, otapatd admission kau tepiuével bounded ypovo yia in-flight requests.
To lifespan cleanup kAeivel consumers, clients kat pools. Téhog o orchestrator okotmvel 0,11 Eemepaoe
grace period.
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To grace period mpérnel va eivat peyaAdtepo asmo to avapevopevo application drain aAAd oyt dsmeipo.
Requests £xovv deadlines pikpotepa amod avto. Background durable jobs emotpégovv oty queue av o
worker @uyel. In-process tasks pmopet va yaBovv.

I'a WebSockets, oteile close kat agnoe clients va reconnect pe jitter. I'a streaming downloads,
AITOPACIOE AV TA APNVELS va TeAelwoovV 1) av o client £yel range/resume protocol. Long request ywpig
idempotency kavel shutdown dvokolo.

Health probes

Startup probe &ivel xpdvo oto process va goptamoel. Readiness dSnAmvel admission. Liveness evrtostilet
KOMIUEVO process xwpig va e§aptatal amo kabe downstream. Av i database meoey, restart OAwv Twv
workers pmopel va yelpotepépet v katdotaon pe connection storm. Ipotiunoe not-ready n
controlled 503 dtav e€aptatat amod 1o failure model.

SOURCE TRACE

To FastAPI app ulotroiei ASGI péow Starlette-compatible stack kai lifespan. O Uvicorn katéxel worker
processes, sockets, protocol parsing, proxy header trust ka1 graceful server shutdown. To fastapi/cli.py
TTapéxel convenience commands, oAAG Ta production semantics rapapévouv Tou ASGI server kail Tng
TTAATQOPUOG.

NATIAA
To —-proxy-headers Xwpig meplopiopévo trusted proxy boundary emTpémel o€ client va TAacToypa@noel
scheme 1 IP rou pmropei va ptrel o€ redirects, logs kai security policy.

MHXANIZEMOZ
YmoAdyioe kGBe pool kai limiter avd process e1mi cuvoAikoUg workers. Kdve trust pévo tov yvwaoTd edge Kai
oxediaoe termination ocav kavoviké runtime event.

PROBE

Tpége duo workers kai endpoint TTou emoTPEPEl process id kal local counter. Agg TNV ave¢apTnTN PVAUN. ZTEIAE
SIGTERM pe éva apyo request kai WebSocket avoixtd. Métpa oTe kdBeTal readiness, OTE OTAPATA
admission kai av 1o cleanup TeAeiwvel TTpiv 1o hard Kill.
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KE®AAAIO 27

Capacity, pools kai backpressure

Otav n aYIgn epyaaciag ¢eTTEpPVA TNV IKAVOTNTA £CUTTNPETNONG,
EXEIC DUO eTTIAOYEG: bounded avauovn i €ykaipn amméppiyn. H
unbounded oupd aTTAWG KPUREI TNV KATAPPEUON.

r
arrival rate ,| bounded admission ] > workers ,| downstream pools ,| latency budget
requests per second 1 queue or reject active work scarce capacity timeout + shed

>xnua 27.1 - Admission, workers ka1 downstream pools poipdlovral €va latency budget.

O Little’s Law Sivel yprjowpo mpmto estimate: average concurrency woovtat pe arrival rate erni average
time in system. Zta 200 requests ava SeVTEPOAENTO KAl 0,1 SELTEPOAETTO LECO XPOVO EXELS TIEPITTOV 20
concurrent requests. 210 tail twv 2 SevtepPOAETTOV OU®G pia pikpr| atyun prtopel va Seopeboet oAy
neplocotepa resources. Ta averages Sev oxedialovv pova toug capacity.

To request mepva amo moAAeg ovpeg: load balancer, server admission, thread pool, database pool,
provider pool kat iowg lock. Av kB¢ layer mepiuéver ywpig deadline, To total latency yivetar aBpoiopa
KpLP®V waits. Métpa queue wait Eexwplota amo execution time.

Bounded concurrency Kovid oTo scarce resource

Av provider avtéyel 20 concurrent calls ava worker, fdAe limiter yOpw amd tov adapter kot pikpo
acquisition timeout. To limit wtpérmel va pokvmtel amd deployment-wide budget, 6x1 Tuxaio constant.

PYTHON

from anyio import CapacityLimiter, fail after

class Provider:
def init (self, client, concurrency: int = 20) -> None:
self.client = client
self.limiter = CapacitylLimiter (concurrency)

async def quote(self, payload: dict[str, object]) -> dict[str, object]:
with fail after(1.0):
async with self.limiter:
response = await self.client.post ("/quotes", json=payload)
response.raise for status()
return response.json ()

Avtog o limiter eivan process-local. Téooepig workers emtpémovv £wg 80 calls. Av provider quota eivan
global 50, poipace budget 1 xpnowomnoinoe edge/shared admission. Distributed limiter £yetl S1kd Tou
availability kau consistency tradeoff. Zuyva apkei conservative per-worker 0pto kau provider 429
handling.

EKAOZH 1.0 - ZEMTEMBPIOX 2026 82



FASTAPI ANO ENDPOINT MEXPI PRODUCTION Capacity, pools kai backpressure

Database pool wg queue

Meydho pool dev xavet apyr database ypryopn. Emtpénel mepioocodTepa concurrent queries stov pmopet
va avénoovv contention. Mikpo pool Snuiovpyet wait oto app. @¢Aeig bounded checkout timeout,
metrics yia wait kat apketd headroom ya jobs ka1 maintenance.

Pool sizing Eexiva amo database capacity kat poipadetan oe 0Aa ta processes. Av autoscaler
Suthaoiaoet replicas, doubles connection demand sipiv mpoAdfer n database va peyaAmoet. Baie
maximum replicas cupfato pe connection budget 1) proxy/pooler pe katavontd transaction semantics.

Load shedding

'‘Otav dev pmopeig va eEunnpetnoeig peoa oto latency SLO, ypryopo 503 Le Retry-After Umopel va
elvanl kaAUtepo amto timeout petd amo 30 Sevtepodenta. To 429 eivan yia rate 1) quota policy tov caller.
To 503 elvat tpoowpvn avikavotnta vanpeoiag. Kat ta 0o yperddovtar client backoff pe jitter.

Mnv anoppimnteig health kot cancellation control miow amo v i61a saturated queue. Kpata
operational endpoints @Onva. IIpotepatdoTnTeg XPEIAOVIAL TTPOCOYT YA VA U AILOKTOVOUV KAVOVIKA
requests. H asmmAovotepn Avon eivan pikpotepa deadlines kot separate worker pool yia fapia jobs.

Fan-out multiplication

"Eva incoming request stov kavel méve mapaiinia provider calls petatpénet 100 concurrent requests
o€ £wg 500 downstream operations. Cache misses, retries kat hedged requests av€avouv tov
multiplier. [pdnpe capacity equation yia kaBe endpoint: maximum fan-out, attempts, pool slots kat

bytes.

Retries mpémet va katavaimvouy retry budget, oyt va Suthaoidlovv traffic katd outage. ITepropiopog
ava caller, circuit state kot global attempt rate pmopovv va mpootatevoovv provider. Circuit breaker
Sev eivan a0 boolean. ®¢Aet half-open probes, classification kot observability.

Memory kai response size

Concurrency enti per-request memory Sivel peak pressure. Av ka8e JSON response ytier 20 MB buffer
Ka1 €Ye1g 100 concurrent requests, povo avtd tAnotalovy 2 GB mpv asto runtime kat pools.
Pagination, streaming ka1 output bounds eivat capacity tools. Streaming peiovet buffering aA\a kpatda
connection kot resources TEPIOCOTEPO.

Garbage collection pause, allocator fragmentation ka1 Pydantic model count ¢paivovtal povo pe
representative payloads. FastAPI releases feAtiwvouvv ouyva route-build 1) dependency memory, aAAa
application data shape mapapévet o peyaAlitepog HoxAOg o€ TOAAA CLoTHHATA.

Load test Trou atravrd epwrtnon

Warm up workers, xpnowuosmoinoe production-like CPU/memory quota kot eAeyyouevo downstream.
AvEnoe arrival rate, o1 amhwg fixed concurrency. Metpa p50, p95, p99, errors, pool waits, event-loop
lag, CPU kau memory. Bpeg saturation knee, petd dpioe safe operating point apketa yaunAotepa.

Load generator Sev mpémetl va Bpioketatl otov 1610 pikpo host. Ta test SeSopeva mpemet va mpokarovv
npaypatikeég query shapes. 'Eva /health benchmark §ev Agetl capacity tov checkout workflow.
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SOURCE TRACE

To FastAPI xeipiCetal request graph kai validation, aAAd& dev opilel production admission policy. Sync callables
xpnoipotroiotv Starlette/AnylO thread-pool helpers. Server concurrency limits aviikouv otov Uvicorn, evw
database ka1 HTTP pool limits avrikouv oToug avtioToixoug clients.

NATIAA
Autoscaling web replicas xwpig database connection budget pytropei va petatpéwel pia aixur) o€ connection
storm ka1 va pi¢er kai Ta 1dn healthy instances.

MHXANIZEMOZ
KdaBe oupd eival bounded, kaBe wait £xel deadline kai kG0¢ retry katavaAwvel budget. Capacity utroAoyiCeTal o€
OAOKANPN TRV topology, OxI ava endpoint pévo.

PROBE

Tpége load pe fixed arrival rate kai au¢no€ 1o oTtadiakd. MpécBeoe 500 ms latency oTov provider kal peiwoe
database pool a1o pi166. Bpeg Tmoia oupd geyaAwvel TTPWTN, TOTE epgaviceTal 503 kal av n latency emoTpEQEl
ypryopa otav @uyel To fault.
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KE®AAAIO 28

Logs, metrics kai traces

Logs, metrics kai traces

Observability dev givar cuAAoyr) Bopufou. Eival n duvarotnta

va ouvoéaelg Eva client symptom pe route, dependency, query,
provider call ka1 durable outcome.

request id
correlation
A4
traces metrics structured logs
causal path rates + distributions events
- —— =T - - = -
| operator

decision + recovery

>xnua 28.1 - Request id, logs, metrics kai traces odnyouv o€ operator decision.

Ta logs meprypdgouv Siakpita events. Ta metrics Seiyvovuv rates kat distributions. Ta traces cuvéeouvv

causal spans evog request 1) job. Request id fon08d manual correlation, evo trace context Siadidetat

avapeoa oe vinpeoieg. Kaveva and avtd Sev aviikabotd ta aAa.

'Eva access event ypetaletan timestamp asto platform, level, service, deployment revision, request id,
method, route template, status, duration ka1 iowg safe tenant class. To raw path ptopet va mepieyet
UUID 1 tpoowmika Sedopeva kat exet vpnAo cardinality. Xpnowomoinoe /orders/ {order id} otav

To route &yel yivelr match.

PYTHON

import logging

from time import perf counter

from fastapi import FastAPI,

app = FastAPI()

Request

logger = logging.getlLogger ("api.access")
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@app.middleware ("http")
async def access_ event (request: Request, call next):
started = perf counter ()
response = await call next (request)
duration ms = (perf_cSunter() - started) * 1000
route = request.scope.get ("route")
template = getattr (route, "path", "unmatched")
logger.info(
"request complete",
extra={
"http method": request.method,
"route template": template,
"status code": response.status code,
"duration ms": round(duration ms, 2),
by
)

return response

To snippet B¢Ae1 outer error observation wote unexpected exception va Sivel emiong event. Ze
production ypnowomnoinoe structured formatter smov mapayet JSON, oyt string concatenation. To
extra Ogv eyyvatal astd povo tov JSON.

RED ka1 USE

I'a HTTP service exiva pe Rate, Errors ka1 Duration ava route template kol method. Status family
elvau xprjowun, ala expected 409 dev etvan 1810 pe 500. Kpdata business outcome counter 6mov
xpewadetat. Histogram buckets mpémet va taupradovv ota SLOs. Average latency kpvpert tail.

Ia resources, Utilization, Saturation ka1 Errors: CPU quota usage, memory, event-loop lag, thread-
pool tokens, database pool checked-out/wait, queue age kot provider connection pool. Saturation spwv
auto errors e€nyel yiat to p99 avePnke eve To success rate paivetal akoun KaAo.

Mnyv ypnowpororeig user id, raw URL, exception message 1) idempotency key wg metric label. To
cardinality ptopel va pi€et to monitoring backend. Kpata avta oe sampled/redacted logs e access
control.

Traces kal boundaries

"Eva server span tuAtyet 1o request. Child spans kaAvmtouv SQL, cache kan external HTTP. I1pooOeoe
attributes pe semantic conventions kot low-cardinality values. Domain event 0nwg order.created
pmopel va yivel span event xwpig 06Ao to body.

Adwoe standard trace headers oe outbound calls povo oe trusted destinations. Mnv avuypageig
avBaipeta incoming baggage oe database labels 1 Tpitovg. Async task group mpémel va Siatnpet
context. Durable queue ypeidletat inject oto message metadata kat véo consumer span linked 1)
parented oUup®va pe To processing model.

Sampling 1% pmopel va xaoet onavia errors. Tail-based 1) error-biased sampling fon6a aA\a kooTidet.
Metrics mapapévovv unsampled aAneia ya rates. Exemplars ouvSeouv histogram outlier pe trace
otav 1o backend 1o vootpidel.
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Error recording

Expected 404 1) validation 422 Sev ypeialetan stack trace oe ka0e request. Unexpected 500 xperaletan
exception type, stack ka1 endpoint context. H éxSoomn avagpopag tov FastAPI kpatd endpoint file, line

kot function context yia response validation errors, katt yprjowuo yia diagnosis. Mnv emotpe@eig avt
T Sadpour) otov public client.

Kateypawe exception pia opd 0to owoto boundary. Av external adapter petatpénet HTTPX timeout
oe application failure, BdAe provider name, timeout phase kau attempt. 'Oyt full URL av mtepieyet
secrets. Status code provider ywpig bounded body preview givar ocuyva apketo.

SLO kai alerts

SLO opicel 1 onpaivel kAo yia consumer: availability kat latency oe ouykexpipuévo window, iowg ava
critical endpoint class. Error budget Seiyvel mooo failure emtpémetar. Alert oe burn rate gyet
TEPLOCOTEPO VOTLa ato alert oe kAOe pepovwpEvo 500.

Operational dashboard mpémnet va amavta: dMa&e traffic, oo route, ;too deployment, stolo
dependency ka1 vtapyet durable backlog; Release marker mavw ota charts cuvSéet symptom pe
change. Runbook Aget ;to1a ao@ar) evépyela kavel o operator kat mag emifefaiwvert recovery.

Logs wg data product

Ovopaoe events otaBepa kat version fields av ta katavaiwvel automation. Bae retention ava
sensitivity. Scrubbing petd v ingestion eivar apyd av raw secret exet 1161 taidewet. Allowlist logging
QIO TNV TINYT).

Aoxkipaoe observability. Captured logs ev mpémel va mepieyovv canary password. Metrics ywa injected
timeout ;pérmet va avEavovtal pia gpopa. Trace mpémnel va ouvSeet request pe provider span kat outbox
event id ywpig raw payload.

SOURCE TRACE

To FastAPI dev mmiBdAAel observability vendor. To request scope kai route objects mpoépxovTal até 1o

Starlette stack. 210 fastapi/routing.py, N _extract endpoint context Kain
ResponseValidationError TIpooBETOUV source context yia server-side didyvworn. H ac@aArg export

policy TTapauével TNG EQApUOYNG.

MATIAA

OAS6kAnpa headers kai bodies o€ logs petaTpémmouv 1o observability system o€ deUtepn, ouxvd xeipdTepa
TTPOCTATEUPEVN BACN TTPOCWTTIKWY dEOOUEVWYV Kal secrets.

MHXANIZMOZ

Xpnoipotroinoe route templates kai stable outcome codes. 20vdeoe unsampled metrics, structured events kai
causal traces pe deployment revision.

PROBE

Kave éva request TTou atrotuyxdvel o€ validation, éva og database timeout kai éva petd 1o commit. ATé 10
client request id Bpeg log, metric kai trace. Assert 6T @aiverai 1o failure phase kai durable outcome xwpig token
1l body leak.
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KE®AAAIO 29

Security hardening o€ 6Aa Ta layers

Aev uttdpxel €va «security middleware» 1Tou kAgivel To B€ua.
Edge, ASGI stack, authentication, application policy kai
database mrpooTtareuouv dIaPopPETIKA OpIa.

edge
TLS + host + size limits
i : i
middleware
CORS + trusted proxy
i : 1
FastAPI
validation + authentication
i : i
application
authorization + invariants
) : i
data layer
constraints + least privilege

IxAua 29.1 - H duuva gekiva oTov edge kail @Tdavel péxpl Ta data constraints.

Eexiva anod topology. TLS tepuartilel oe yvwoto edge, To app port Sev eivan Snuooto kan forwarded
headers yivovtat trusted povo amd avtov. To Host header eAéyyetar wote password reset links kat
absolute redirects va pn ypnotpomolovy attacker domain. To request size kOBetat tpv Ao akpifo
parsing.

To FastAPI emaveEayet Starlette middleware yia kowveg mohtikeg:
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PYTHON

from fastapi import FastAPI

from fastapi.middleware.cors import CORSMiddleware

from fastapi.middleware.httpsredirect import HTTPSRedirectMiddleware
from fastapi.middleware.trustedhost import TrustedHostMiddleware

app = FastAPI (docs_url=None, redoc url=None)
app.add middleware (

TrustedHostMiddleware,

allowed hosts=["api.example.test"],

app.add middleware (HTTPSRedirectMiddleware)
app.add middleware (
CORSMiddleware,
allow origins=["https://app.example.test"],
allow credentials=True,
allow methods=["GET", "POST", "PATCH"],
allow headers=["Authorization", "Content-Type", "If-Match"],

Av TLS teppuatiderl otov proxy, 1o HTTPS redirect middleware mpémnet va fAenel cwoto trusted
forwarded scheme, adimg Snovpyet redirect loop. H og1pd tov middleware ennpeadet error
responses. Aokipaoe 1o tpayuatiko deployed path.

CORS 0¢v €ival authorization

CORS eivan browser policy yia to av JavaScript amo origin pmopet va Stafdoet response. Aev epmodilet
curl, mobile app 1 server va oteilet request. Wildcard ko credentials éxouvv meplopiopovg. AnAwoe
exact origins ka1 Buuroov ot origin mepiaapfaver scheme, host kat port.

Cookie-authenticated state changes ypeialovtar CSRF mpootacia. SameSite fon0a ar\a Sev kahvmtet
kaOe integration. "EAey&e Origin yia browser mutations ka1 xpnowomnoinoe anti-CSRF token omov
xperadetat. Bearer header stov 6ev mpootiBetan ambiently amd browser £xel Stagpopetiko risk.

Authentication ka1 authorization

EnaAn0evoe password pe reviewed hashing library, JWT pe fixed algorithm policy, issuer, audience,
expiry ka1 key rotation. Mnv xataypdgpeig credential. Metd ytioe principal kot éAey&e object-level
permission péoa oto consistent workflow. Admin routes dev mpootatevovtan enedn £xovv /admin
prefix.

Rate limit login, token refresh kxat expensive search. Global IP limit pmtopei va tipwpet xprjoteg tiow
arto NAT kan tapakapsttetat pe botnet. Tuvévaoe account, credential fingerprint, network signal kau
behavior ywpig va kaveig IP identity.

Injection kail outbound requests

Xpnowomoinoe SQLAlchemy bound parameters, 0yt string interpolation. Validation tov type dev kavet
safe ia SQL fragment yia sort column. Kave allowlist tov yvwotav column expressions. To 1810 woyvet
yia shell command, template kai log injection.

Server-side request forgery epgavidetat 0tav client eAéyyet outbound URL. Allowlist scheme kat
destination, kave DNS/IP policy oe kaOe redirect xat pmthoxkape metadata/internal ranges cop@wva pe
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topology. URL parse siptv asto DNS Sev apkei AdOyw rebinding kot redirect. H kaAUtepn Avon givan
often va 8&yeoau provider id avti yia arbitrary URL.

HTTP client éxe1 redirect limit, response size limit ka1 timeouts. Mnv kaveig fetch oAoxAnpo unknown
body otn pviun. Mnv powBeig incoming Authorization header oe dA\\o host.

Files ka1 parsers

Client filename 8ev yivetat local path. 'EAey&e mpaypatiko format, expanded size, dimensions kat
archive entry count. AmtofBnkevoe uploads ektog executable path pe server-generated ids. Scanning kot
conversion tp&yovv pe eAd10Ta permissions kai resource bounds.

'Eva image 1) PDF parser eivan supply-chain ka1 memory-safety boundary. Kpata versions
EVIUEPWUEVEG, TTapakoAovOnoe advisories kal atopovwoe processing otav to risk to asarteil. Content
type header Sev eivar amo8ei€n format.

Response kai browser hardening

APIs mov emotpépovv JSON xperdlovial 0woTo Content-Type KAl OUYXVA X-Content-Type-Options:
nosniff. HTML surfaces ypeialovtal Content Security Policy, output escaping kot frame policy. Mn
Badeig generic headers mov omave docs xwpig va katahafaivelg tov consumer.

Cookies €xouvv Secure, Ht tpOnly, KATAAMNAO SameSite, 0Tevo Path ko xwpig vepfoiikd Domain.
Cache policy epmodiler shared storage private responses. Error body Sev amokaAbmtet stack, SQL 1y
filesystem path.

Docs kai management surfaces

To va amevepyomooelg /docs dev aopaiilel routes. Miopel opwg va pewwoet public discovery 1
accidental exposure oe production. Av kpatnoeig docs, TPOoTATEWE TA e TPAYUATIKT access policy kat
BeParwoov 6Tt To OpenAPI Sev mepieyet internal server URLS 1| descriptions pe secrets.

Health, metrics, profiling kot debug endpoints 6&Aovv Egxwprotd network 1) auth boundary. To
debug=True 8ev pmraivel production. Error trackers kou traces €éyovv redaction stptv asmo export.

Supply chain kai runtime identity

K\eldwoe direct ko transitive versions pe hashes ostov vrtoompidet 1o tooling. EmbBewmpnoe package
provenance kot release notes. Xtioe reproducible image, cdpwoe dependencies kat Tpé€e w¢ non-root
pe read-only filesystem omov yivetat. O runtime database user maipvel povo ta permissions tng
£papuoYTS, Oxt schema owner.

Secret injection yivetat amd mAat@opua, ot image 1) repository. Rotation kot revocation Soxiuadovrat.
Backup emiong eivan sensitive data kai recovery test eivar pepog security, emeidr) ransomware kat
destructive bugs eivan threats.
SOURCE TRACE
Ta fastapi/middleware/cors.py, trustedhost.py Kal httpsredirect.py emavegayouv Starlette
middleware. Ta security scheme helpers gival 010 fastapi/security/, evw input parsing kai validation
BpiokovTal oTo route ka1 dependency pipeline. Kavéva ammé autd dev uttokaBioTd edge limits, database
permissions A application authorization.
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NATIAA
allow origins=["*"] ] kpuppévo /docs Bev eival access control. ‘Evag un browser client ayvoei CORS
Kal yvwpicel routes xwpig documentation.

MHXANIZEMOZ
Awoe o€ kaBe layer ouykekpiyévo threat: edge tepiopiel transport, FastAPI emkupwvel shape kai identity, use
case amogaacilel permission, database kpatd invariants kai least privilege.

PROBE

>t1eile forged Host kai forwarded headers, oversize body, foreign-tenant id, malicious sort field, internal URL
kal upload pe weuTiko content type. Assert 0TI KGBe £va KOBETOI GTO AvaPEVOUEVO layer kal dgv ep@avigeTal
secret a1a logs. ETTavaAafe péow TOU TTPAYUATIKOU Proxy.
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KE®AAAIO 30

Releases, upgrades kal correctness
packet

To TeAeuTtaio advanced concept gival va utropeic va aAAaleig
TO oUOTNHA Xwpic va pavTevelc. Kade release xpelaleTal
compatibility plan, evidence kai rollback.

schema + code ,| tests + contract diff ,| canary + probes o/ observe + decide
compatible change evidence limited exposure | promote or rollback |

>xnua 30.1 - Compatible change, contract evidence, canary kai amégoon release.

'Eva production release alMadel mepioootepa aso Python code. Mmtopei va ada&el OpenAPI, Pydantic
coercion, SQL, indexes, worker memory, proxy behavior kat queue consumers. To correctness packet
elvat ikpo ovvoo artifacts tov Aéet Tt aAAddel, mowa invariants kivGuvevouy kat ag EEpovpe OTL TO
deployment givatl kaho.

IIpwv amtd merge, KPATA TOVAAYIOTOV:

Artifact ATTOSEIKVUEI Agv aTrOdEIKVUEI

OpenAPI semantic diff public schema aAAayég Tpayuatikd runtime bodies
Migration plan schema compatibility application behavior

Contract tests statuses, headers, payloads proxy kal network path
Concurrency probes YVwoTd race windows KAB¢e MOavo interleaving

Capacity result measured operating point MEANOVTIKO traffic mix

Rollback note a0QOAEG reversal recovery un avaoTpéyiywy effects

To packet Sev eivar peydro document yia compliance theater. Eivat links oe cuykekpipuévo schema
artifact, migration, test run, load graph ka1 dashboard. O reviewer mpésnet va pmopet va amaviroet
ypnyopa «Tt Ba dw av et otpafa;».

Expand kai contract

Rolling deployment onuaivet 6Tt taAia ko véa app version tpeyovv pad. I'a rename database
column, mpota tpocbeoe véa column 1) cvpPato schema. Meta deploy code stov ypagpet/Safdadet
oLuPva e migration strategy. Kave bounded backfill pe progress kai load control. Movo dtav
kavévag maiog reader Sev e€aptatat aso to maAio field kave contract migration.
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To 1810 10yVel yia events. Producer Sev otélvel veo required field assumption stptv 6Aot o1 consumers
eivau tolerant. Event payload €yet schema version kat consumer petpd unknown versions. Queue
retention pmopel va kpatd taAld messages oAL petd to deploy.

Destructive migration kat application release oto i610 frjpa kataotpe@ovy to aueco rollback.
IIportiunoe additive, reversible frjpuata. Index creation oe peydlo table yperdetan online/concurrent
mechanism g database kot tapakoAovOnon, dxt amAd startup command a6 kaBe worker.

Upgrade Tto framework pe cuptrepipopikd probes

Mn Swafaderg povo changelog kan matdg update. Kpata pikpd probes yia 0oa e€aptatat n epapuoyr:
validation shape, dependency caching ka1 cleanup order, route precedence, OpenAPI output,
streaming cancellation, middleware headers oe 500 ka1 TestClient lifespan.

H SiaSpoun amd malo oe FastAPI 0.141.1 meprhapfavel alayEg mov a&ldouv 0TOXEVUEVO EAEYXO. ATO
T0 0.132.0 70 strict JSON content-type behavior eivar evepyo asno default. H oeipa 0.137
avadiopydvwoe router internals Siatnpaovtag APIRouter/APIRoute hierarchy. To 0.139.2 evioyvoe
thread-safe route building. H oeipd 0.140 BeAtiooe memory kat OpenAPI/dependency generation.
Avta Sev onuaivovv ot 1 Skt cov custom route class 1) monkey patch apapéver cuppatn.

Ta internals stov ypnowosomjoape ota source traces e€nyovv behavior, Sev eivan extension contract.
Av 1 epappoyn) eloayel private names amod fastapi.routing 1) monkey-patches solve dependencies,
BaAe to wg explicit upgrade risk kot mpotipnoe public hooks.

Dependency policy

K\eldwoe tested set FastAPI, Starlette, Pydantic, Uvicorn, HTTPX kot database driver. To FastAPI
OnAwvet ranges, aA\A 1) etiAvor) onuepa ptopet va dmoet Ao set avplo. Avapabuioe oe pikpd batches
otav yivetaut kat kpata lock diff oto review.

INa kaBe véa package emtaAnBevoe identity, maintainers, source repository, release provenance, install
behavior ka1 advisories. Mnv ekteleig tuyaio post-install code oe production build xwpig éAeyyo.
SBOM xat image digest ouv6éovv to deployed artifact ue ta dependencies stov Soxipuaotnkay.

Canary kai rollout

Ipw ano traffic, tpe€e migration compatibility check ko startup/readiness. Eteile pikpo 1060010
traffic oe canary pe i8wa secrets policy kau production downstreams. ZUykpive error rate, p95/p99, pool
waits, event-loop lag, memory, outbox age ka1 business outcomes pe control.

Promotion &yet automatic kan human gates. Rollback trigger opietat mpiv 1o deploy, Ox1 6tav 6ot
ayywvovtal. Av migration eivan backward-compatible, rollback code eivat apeco. Av external effects
gywav pe bug, rollback binary dev ta avaipei. Xperaletan reconciliation kot repair command pe dry-
run, idempotency kot audit.

Shutdown wg pépog release

Canary tov Eekiva 0wotad aA\d dev teppartidel cleanly Oa yaoe tasks oe kaOe deploy. Aokipace
SIGTERM pe in-flight request, database transaction, background consumer, SSE ka1 WebSocket. To
grace period mpénet va ywpd ta bounded deadlines. Metd to deadline n m\atgoppa propet va
OKOT®OEL ToV process, apa durable recovery mapapével amapaitno.
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To teAIk6 production checklist
IIpwv ovopAOELC TNV VAN PEDIA £TOUN, LWTOPELS Va dei&elg:

. request ka1 response models pe stable error taxonomy

. authentication ka1 object-level authorization tests

. uia explicit transaction ava command kot database constraints ywa races
. idempotency 1) reconciliation oe retryable side effects

. bounded bodies, lists, pools, fan-out, retries xat queues

. graceful startup, readiness, drain ka1 cleanup

. redacted logs, low-cardinality metrics, traces kot actionable alerts

. OpenAPI diff, migration order, canary gates xat rollback/repair plan

Oy U1~ W N R

Av éva otoyelo Agimel, Sev onuaivel 0T xperadetal auEomg veo service 1 framework. Tnuaivel 0t
vTapyel Ayvwoto ownership. Kav’ to visible, BaAe to pikpotepo 0wotd mechanism kat Sokipaoe to
failure mov @ofdaoat.

Nnyég ékdoong avagopdg

H ¢x6oon tov BiAiov faociletar oto FastAPI 0.141.1 kot 0To source tag pe commit
95f8322eeldcda7ceaceTblc4£6c9915b36d748f. O KUPlEG SNUOOIEG TTNYEG elvat:

e https://pypi.org/project/fastapi/

e https://fastapi.tiangolo.com/release-notes/

e https://github.com/fastapi/fastapi/tree/0.141.1
e https://pypi.org/project/pydantic/

* https://pypi.org/project/starlette/

e https://pypi.org/project/uvicorn/

e https://pypi.org/project/httpx/

e https://pypi.org/project/SQLAlchemy/

Ot version numbers eivat snapshot tov Zentepfpiov 2026. ITpv xpnopomoirjoeig production
command 1 security option, é\ey&e ta docs g akpifoig locked ekdoong. To fiAio o pabaiver oL va
KolTag kau to10 behavior va emPefaiwverg, Oyt va epmaotedeoat yia mavta €va screenshot éxdoong.
SOURCE TRACE

H version Tou FastAPI dnAwvetal o1o fastapi/ init .py Kai ol dependency ranges 010
pyproject.toml Tou tag. Ta release notes KaTWpd(pouTbehavioral aAAayég. O1 kpiolueg route, dependency,
OpenAPI kal exception d1adpouég TTOU XpnoIPoTToINcauE BpiokovTal oTa fastapi/routing.py, fastapi/
dependencies/utils.py, fastapi/openapi/utils.py Kal fastapi/exception handlers.py

NATIAA
Green unit tests pe migration Tmou agaipei column dev divouv rollback. H TTaAid app version TTpETTel va uTropei
va TpEEEl TTAvw 0To vEo schema o€ 6Ao To rollout window.

MHXANIZEMOZ
Advanced FastAPI dev onpaivel mepioadTepa decorators. Znuaivel 0TI EEPEIG TTOI0G KATEXEI KABE resource Kal
invariant, Tl cupBaivel o€ kaOe failure window kai TTola evidence emITPETTEl AGQOAT AAAayr).

PROBE

Kave rehearsal oAdkAnpou release oe staging: schema expand, old/new coexistence, canary, injected provider
timeout, SIGTERM pe in-flight traffic kai rollback. Napaddwaoe 1o correctness packet ae GAAov engineer kai 8eg
av ptropei va atmrogaaioel promote r rollback xwpig Trpo@opikr TTAnpogopia.
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